Amazon GuardDuty Master file

1. Understanding Amazon GuardDuty Core
Purpose and Detection Philosophy

Short description: What GuardDuty is, how it thinks, what threats it is designed to detect, and how its
behavioral model works internally.

2. GuardDuty Detection Engine Architecture
and Internal Processing Workflow

Short description: How the detection engine ingests, normalizes, correlates, enriches, and scores data to
produce findings.

3. GuardDuty Data Sources: CloudTrail, VPC
Flow Logs, DNS Logs, EKS Audit Logs, S3 Logs
& Runtime Signals

Short description: Deep internals of every data source GuardDuty uses, how logs are analyzed, and how
signals contribute to threat detection.

4. Threat Intelligence Sources and Enrichment
Model Inside GuardDuty

Short description: How GuardDuty uses AWS threat intel, Amazon internal intel, partner feeds, malware
signatures, IP reputation, anomaly baselines.

5. GuardDuty Finding Types and Deep
Interpretation of Severity Levels

Short description: Breakdown of finding categories — reconnaissance, persistence, credential compromise,
exfiltration, malware, container threats, EKS threats — and how severity is calculated.

6. GuardDuty for IAM Behavior Analysis and
Credential Compromise Detection

Short description: How GuardDuty detects unusual IAM activity, impossible travel, privilege escalation
attempts, unauthorized API calls.
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7. GuardDuty for EC2 Network Threat
Detection and Malware Behavior

Short description: How GuardDuty monitors EC2 instances, detects C2 communication, port scanning,
cryptomining, and compromised workload behavior.

8. GuardDuty for EKS Kubernetes Protection
and Container Runtime Threats

Short description: How GuardDuty analyzes audit logs, Kubernetes API misuse, lateral movement, pod exec
abuse, privilege escalation inside clusters.

9. GuardDuty for S3 Protection and Data
Exfiltration Detection

Short description: How GuardDuty identifies suspicious access to S3 buckets, abnormal download patterns,
public bucket risks, exfiltration.

10. GuardDuty for Lambda Protection and
Serverless Threat Detection

Short description: How GuardDuty identifies anomalous serverless behavior, malicious invocations, unusual
data access, threat actors leveraging Lambda.

11. Multi-Account & Multi-Region GuardDuty
Architecture Using AWS Organizations

Short description: Enterprise multi-account design, delegated administrator, auto-enrollment, centralized
detection, region coverage.

12. GuardDuty Findings Deep Dive: Structure,
Metadata, Evidence, Resource Impact

Short description: Understanding the anatomy of a finding, resource mapping, evidence details, threat context,
recommended actions.

13. GuardDuty Response Playbooks: Manual,
Semi-Automated, and Fully Automated

Short description: How to design response pathways, isolation patterns, IAM lockouts, S3 access lockdown,
container quarantine, incident escalation.
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14. Automated Remediation Using
EventBridge, Lambda, Systems Manager, and
SOAR Pipelines

Short description: Building fully automated response systems triggered by GuardDuty findings.

15. GuardDuty Integration with AWS Security
Hub, Detective, CloudWatch, SIEMs, and SOAR
Tools

Short description: How GuardDuty findings flow into security platforms, graph-based investigations, and
enterprise SOC workflows.

16. GuardDuty Suppression Rules, Tuning,
Noise Reduction, and Environment Hardening

Short description: Reducing false positives, tuning noisy signals, filtering benign workloads, hardening IAM and
network posture.

17. GuardDuty Cost Structure, Scaling
Behavior, Optimization Models, and
Enterprise Billing Control

Short description: How GuardDuty pricing works, how data sources impact cost, multi-account cost
optimization, forecasts.

18. GuardDuty Best Practices: Account
Security Architecture, Logging Strategy, IAM
Hygiene, Network Controls

Short description: Systematic best practices for deploying and maintaining GuardDuty at scale.

19. Full Consolidated Architecture of
GuardDuty at Enterprise Scale (Mega-Diagram
Chapter)

Short description: One combined, multi-layer, multi-region, multi-account diagram with full-stack explanation.
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20. Pitfalls, Misconceptions, Interview Traps,
Operational Mistakes, and How to Avoid
Them

Short description: Common misunderstandings, wrong assumptions, deployment failures, tuning mistakes,
SOC-level traps.

1. Understanding Amazon GuardDuty Core
Purpose and Detection Philosophy

Amazon GuardDuty is AWS's fully managed, always-on, continuously improving cloud-native threat
detection and behavioral analytics system. At its core, GuardDuty is not a log parser or a rule-based IDS; it
is a high-level, intelligence-driven detection engine that builds baselines, identifies anomalies, correlates
multi-source telemetry, interprets attacker behavior, and generates actionable findings without requiring
customers to manage infrastructure, rules, or signature databases.

To understand GuardDuty properly, we must treat it as an Al-powered, multi-layered threat analytics
platform built to observe intent, not just events. Threats are detected not because an API call looks
suspicious, but because the sequence, context, location, identity, reputation, network pattern, or timing violates
the learned baseline for that account, resource, region, or identity.

1 — What GuardDuty is (the conceptual identity)

GuardDuty is a cloud-native threat detection and intelligence fusion engine that:

e (Continuously consumes AWS telemetry (CloudTrail, VPC Flow Logs, DNS logs, EKS audit logs, S3 access
logs, Lambda telemetry, and malware scan results).

e Enriches all events with threat intelligence, IP reputation, domain classification, anomaly
modeling, geo-behavior, and machine learning baselines.

e (Correlates behaviors across services, identities, containers, S3 buckets, EC2 instances, Lambda
functions, and IAM roles.

e Emits findings — not raw signals — representing attacker techniques, tactics, and behaviors.
e Works across multi-account and multi-region organizations with centralized management.

e Requires zero infrastructure, zero agents (except EKS Runtime and Malware Protection optional
modules).

e |s continuously updated using AWS global threat intelligence.

GuardDuty is fundamentally a behavioral detection and threat intelligence system, not a log management
tool.
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2 — Why GuardDuty exists: the detection philosophy

GuardDuty was designed because cloud-based attacks behave differently from on-prem attacks. Attacks in
AWS rarely involve:

e Exploiting server daemons directly
e Lateral movement via SMB/RDP internally

e Sniffing local networks
Instead, cloud attacks most often involve:

e Compromised IAM credentials

e Misused APl keys

e Malicious serverless activity

e Stolen roles/policies

e Reconnaissance from attacker-controlled IP ranges
e Abnormal S3 access patterns

e Network-based C2 communication

e Compromised containers

e Abuse of AWS APIs outside baselines
Thus, GuardDuty's philosophy is:

“Detect attacker intent by observing cloud behavior, identity misuse, and network anomalies — not
servers.”

It focuses on:

e |dentity behavior

e Network behavior

e Container behavior

e Data access behavior
e Privilege escalation

e Exfiltration attempts

e Account compromise indicators

3 — GuardDuty’'s Fundamental Detection Layers

GuardDuty's detection model is built on five major layers:

Layer 1: Telemetry Ingestion (logs + runtime signals)
Layer 2: Data Normalization & Entity Mapping
Layer 3: Threat Intelligence Correlation
Layer 4: Anomaly Detection & Machine Learning
5:

Layer Behavior-Based Detection & Finding Generation
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Let's expand these in deep detail.

Layer 1 — Telemetry Ingestion

GuardDuty consumes structured, pre-existing AWS telemetry:

CloudTrail Events — API calls, identity behavior

VPC Flow Logs — network communication patterns
DNS Logs — domain resolutions

EKS Audit Logs — Kubernetes control-plane behavior
S3 Data Events — S3 object reads/writes

Lambda Telemetry — anomalous function behavior
Malware Scan Results — EBS/EC2/Container scans

Runtime Signals — EKS Runtime Monitoring (system calls, process activity)

No agents required for standard detection.

Layer 2 — Data Normalization & Entity Mapping

GuardDuty reconstructs entities:

IAM entities — users, roles, temporary credentials

EC2 instances — instance-id, SGs, subnets, network exposure
Containers — pods, images, nodes, K8s users

S3 buckets — access policies, ACLs, bucket events

Lambda functions — invocation patterns, environment

Network peers — IPs, VPCs, ports, protocols

This lets the system understand “who is doing what to whom."”

Layer 3 — Threat Intelligence Correlation

AWS maintains global threat feeds from:

Botnets

Malware C2 servers
Brute force networks
Suspicious DNS domains
Crypto-mining pools

Tor exit nodes

Abuse databases

Internal compromise indicators
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GuardDuty correlates:
e VPC Flow logs — hostile IPs
e DNS queries — malware domains
e |AM activity — known attacker sequences
e S3 behavior — exfil patterns

e (Container activity — known malicious binaries or hostnames

Threat intel is updated multiple times per day.

Layer 4 — Anomaly Detection & Machine Learning

GuardDuty behavioral ML models track:

e Normal APl usage per IAM role

e Normal login geolocation

e Normal EC2 network communication
e Normal S3 data volumes

e Normal DNS patterns

e Normal pod-level operations in EKS
Deviations from baseline trigger anomalies.

This means GuardDuty detects:

"

e “User never used EC2 APIs, suddenly launching multiple instances.
e “Lambda function began communicating to unknown IP."

e “IAM role begins performing privilege escalation.”

e “Pod suddenly accesses sensitive secrets APL."

e “EKS user executing kubectl exec in abnormal pattern.”

Layer 5 — Behavior-Based Finding Generation

GuardDuty does post-correlation interpretation of attacker techniques:

e Reconnaissance

e (Credential compromise
e Persistence

e Privilege escalation

e Lateral movement

e Data exfiltration

e Malware execution

e Cryptomining

e (Container breakout attempts
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Each finding represents a complete behavior, not a single anomaly.

4 — The True Purpose of GuardDuty in an Enterprise

GuardDuty exists to solve 3 organizational problems:

Problem A — Prevent silent credential compromise

Most cloud breaches happen through IAM key misuse. GuardDuty is the only service that continuously models
IAM behavior and warns immediately.

Problem B — Detect abnormal AWS-native behavior

Traditional IDS/IPS cannot see:

e CloudTrail events

e S3 access events

e |AM role misuse

e ECS/EKS container events

e |ambda invocation patterns

GuardDuty sees all.

Problem C — Provide “always-on” SOC capability without
infrastructure
GuardDuty effectively acts as:

e Acloud SIEM-lite
e Ananomaly engine
e Athreatintel processor

e A continuous detection system

...and does it without servers, rules, or maintenance.

5 — Mega Architecture Diagram for
GuardDuty (Core Detection Model)

GUARD DUTY — INTERNAL DETECTION MODEL

[
| LAYER 1 — TELEMETRY INGESTION (No Agents) |
|
|

| CloudTrail | VPC Flow Logs | DNS Logs | S3 Logs |
| EKS Audit Logs | Lambda Telemetry | Malware Results |
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|
4 1
LAYER 2 — NORMALIZATION & ENTITY BEHAVIOR MODELING |

Account - Roles - API Behavior
EC2 - Network Behavior

EKS - Pod/Node/K8s API Behavior
S3 - Access Patterns

Lambda - Invocation Patterns

v |
LAYER 3 — THREAT INTELLIGENCE CORRELATION

External TI Feeds |

[
|
I
| AwS Threat Intel - IP/Domain/Malware Reputations |
|
| AwWS Global Abuse Signals |
L

|
v |
LAYER 4 — ML ANOMALY & BEHAVIOR ANALYSIS

IAM Baselines | Network Baselines | DNS Baselines |
EKS Behavior Profiles | S3 Data Access Models |

I
v |
LAYER 5 — FINDING GENERATION ENGINE

[
|
I
| SuspiciousLogin | Recon | CryptoMining | C2 | Escalation]|
| Exfiltration | Malware | EKS Threats | Lambda Anomalies |
L

Findings - Security Hub - SIEM - Automated Response

6 — Why GuardDuty does not require agents
(and why EKS runtime is optional)

Most cloud threat vectors do not require instance-level introspection.
This is why the base GuardDuty engine needs no agents.

It uses telemetry that already exists.

Only two optional features need agents:

e EKS Runtime Monitoring — uses an add-on (based on eBPF) on worker nodes

e Malware Protection for EC2/EBS — lightweight scan engine deployed temporarily by AWS
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This separation allows GuardDuty to remain:
e Lightweight
e Low-cost
e Low-ops
e Secure by default

e (Cloud-native

7 — Why GuardDuty Findings Are Reliable:
Multi-Layer Fusion

GuardDuty does not fire based on a single event.

A typical finding is the result of 5-20 signals fused together.
Example:

Finding: UnauthorizedAccess:IAMUser/AnomalousBehavior
GuardDuty correlates:

1. Login from new geolocation

2. API calls not previously used

3. Privilege escalation attempt

4. Reconnaissance activity

5. IP address flagged in threat intel
6. Sudden region expansion

7. Access to sensitive APIs

Only when the pattern matches an attack behavior does GuardDuty raise a finding.

This prevents false alarms.

8 — The “Intent” Detection Philosophy

GuardDuty focuses on intent.
Examples:

e Reconnaissance intent — unusual listing APIs, Describe*, port scanning
e Persistence intent — creating access keys, modifying policies

e Privilege escalation intent — adding IAM permissions

e Exfiltration intent — abnormal S3 access patterns

e Execution intent — malicious domain resolution

e Command & Control intent — suspicious outbound network traffic
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e Lateral movement intent — unusual internal pod exec commands

This makes GuardDuty a behavior-first detection system, not a log-based engine.

9 — GuardDuty as the “First Layer of SOC
Visibility” in AWS
GuardDuty gives a SOC immediate answers to:

e Who is attacking?

e What tactic is being attempted?

e What resource is compromised?

e What is the severity?

e What is the recommended response?

e Which identities are compromised?

e What data is at risk?

It forms the first triage layer in AWS security operations.

10 — Why GuardDuty is fundamental in every
AWS environment

GuardDuty is mandatory for:

e Detecting IAM key compromise

e Detecting rogue EC2 malware

e Detecting C2 traffic

e Detecting cryptomining operations
e Detecting risky account behavior

e Detecting S3 exfiltration

e Detecting EKS threats

e Detecting Lambda anomalies

e Detecting brute force, credential stuffing, enumeration

It is effectively your AWS-native intrusion detection system.
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2. GuardDuty Detection Engine Architecture
and Internal Processing Workflow

Amazon GuardDuty's detection engine is the core analytical brain of the entire service. While GuardDuty
appears simple — “enable and forget” — its internal architecture is one of the most sophisticated distributed
threat-analysis systems that AWS has ever built. The detection engine is a multi-tiered, intelligence-driven,
machine-learning-driven, and correlation-driven platform operating across every AWS region, consuming
petabytes of telemetry daily. It transforms raw AWS signals into high-fidelity findings without customer
infrastructure, agents, rules, or analytics engines.

Understanding the detection engine requires viewing it as:

1. a telemetry fusion system,

2. a behavioral modeling system,

3. a threat intelligence reactor,

4. a massively parallel inference engine, and

5. a finding consolidation and scoring platform.

This chapter explains exactly how GuardDuty's internal pipeline processes events end-to-end.

1 — The High-Level Architecture of
GuardDuty’'s Detection Engine

GuardDuty's detection engine is a distributed system composed of:

e Regional data processors

¢ Normalization and correlation pipelines

e Threat intelligence evaluators

e Machine learning and anomaly classifiers

e Behavior baseline models

e Finding ranking, scoring, and severity engines
e Evidence aggregators

¢ Inter-region threat intel synchronizers

e Managed backend storage layers
Each region has its own independent detection cluster, ensuring:

e Region isolation

e DR locality

e |Low-latency processing

e Region-specific threat models
e Local anomaly learning

e Regional threat replaying
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GuardDuty never sends your telemetry to other customers and does not store full logs.

It only stores derived security signals and findings.

2 — Full Multi-Layer Detection Model (ASCII
Mega-Diagram)

Below is the complete, multi-stack diagram of the GuardDuty detection engine:

I GUARD DUTY — INTERNAL DETECTION ENGINE ARCHITECTURE IR

I 1
| LAYER 1 — TELEMETRY INGESTION PIPELINE (EVENT FEEDS)

| CloudTrail Events (API actions, IAM behavior)

| vPC Flow Logs (network flows, IP traffic)

| DNS Logs (domain resolutions, suspicious domains)

| S3 Data Events (object reads/writes)

| EKS Audit Logs (K8s API calls)

| Lambda Telemetry (invocation patterns)

| Malware Scan Results (EBS/EC2/container scans)

| LAYER 2 — NORMALIZATION & FEATURE EXTRACTION

| Entity graph builder - users, roles, instances, pods, buckets,

Tambdas
| Feature extraction - IPs, ports, APIs, actions, timing, volumes

| Context reconstruction - who, what, where, when, why
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LAYER 3 — THREAT INTELLIGENCE ENRICHMENT

AWS internal TI (botnets, malware C2, DGA domains)

Third-party TI feeds

AWS global abuse signals

Reputation scoring engine

LAYER 4 — ML MODELS & ANOMALY DETECTION

IAM Behavioral Baselines

Network Behavior ML Models

DNS Behavior Classifiers

EKS Behavioral Clusters

S3 Access Pattern Models

Lambda Invocation Pattern Models

LAYER 5 — CORRELATION & ATTACK SEQUENCE ENGINE

Multi-event correlation

Kill-chain mapping (Recon - Exploit - Exfil)

Entity relationship reasoning



| Contextual evidence aggregation

| LAYER 6 — FINDING GENERATION & SEVERITY SCORING

| severity engine (Low/Medium/High)

| Impact analysis

| Confidence scoring

| Evidence attachment

| EXTERNAL OUTPUT LAYER

| Guardbuty Console

| EventBridge for Automated Response

| Ssecurity Hub

| SIEM / SOAR

This is the full, canonical internal flow of GuardDuty’s detection engine.

3 — Detailed Explanation of Each Detection
Layer
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Layer 1 — Telemetry Ingestion (The Raw Data Plane)

GuardDuty does not require customers to deliver logs.
It taps into AWS's internal data streams:
e CloudTrail — Identity behavior, privilege escalation, IAM anomalies
e VPC Flow Logs — Outbound C2, inbound scanning, lateral movement
e DNS Logs — Malware domains, DGA-pattern domains, C2 beaconing
e S3 Data Events — Exfiltration, unauthorized access
e EKS Audit Logs — Pod exec abuse, K8s privilege escalation
e Lambda Telemetry — Unusual invocation patterns
e Malware Scan Signals — EBS/EC2/Container malware detection

AWS pipes telemetry directly into regional GuardDuty detection clusters.

Events are streaming, not batch processed.

Layer 2 — Normalization & Feature Extraction (Building
Meaning)

Raw logs are not enough. GuardDuty:

e Extracts features (APl names, IPs, domain keys, actions, volumes)
e Maps identities (role — session — access)

e Maps resources (EC2 — subnet — SG — flows)

e Builds a cloud entity graph

e Correlates users to actions, actions to resources, resources to flows
This translates AWS logs into semantic units GuardDuty can reason about.
Example:

Instead of viewing a CloudTrail event as text, GuardDuty sees:

e |AM user — “rare API| pattern”
e Request IP — “Tor exit node”
e Action — “privilege escalation attempt”

e Timing — “during account dormant window”

This is what allows true behavioral analysis.

Layer 3 — Threat Intelligence Fusion (Global Knowledge
Layer)

GuardDuty integrates:
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AWS global threat intelligence

Internal AWS abuse databases

Botnet C2 IP lists

Malware domain lists

e Crypto-mining pool endpoints

Third-party threat intel feeds

e Zero-day indicators discovered by Amazon Security teams
Every inbound network flow or DNS request is enriched with:

e Reputation score

e History of malicious use

e Botnet classification

e Malware family association

e Attack technique category

This creates the “threat context” needed to elevate severity.

Layer 4 — ML & Anomaly Detection (Behavior Baseline
Layer)

GuardDuty constantly builds baselines for:

e |AM roles (normal APIs, frequency, geography)
e EC2instances (normal flows, peers, ports)
e DNS (normal domain categories)
e EKS users (normal kubectl operations)
e |ambda functions (normal invocation patterns)
e S3 buckets (normal access patterns)
Machine learning models detect:
e Deviations
e OQOutliers
e Rare sequences
e Timing shifts
e Volume spikes

e (Cross-entity anomalies

These ML models run regionally, meaning anomalies are region-specific.
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Layer 5 — Attack Sequence & Correlation Engine (Intent
Engine)

This is where GuardDuty’s intelligence shines.

GuardDuty fuses related events into attack sequences.

For example:

1. IAM user sees anomalous login

2. Then calls IAM APIs for policy modification
3. Then lists EC2 instances

4. Then attempts to access S3 buckets

5. Finally tries to exfiltrate data
Instead of producing 5 findings, GuardDuty produces one meaningful behavior.
This engine:

e Aligns findings to MITRE ATT&CK

e Detects multi-step workflows

e C(Correlates identity, network, and data events

e Minimizes noise

e Maximizes pattern-level detection

Layer 6 — Finding Generation & Severity Scoring

GuardDuty evaluates:
e Impact potential
e Threat intelligence weight
e Confidence score
e Behavior cluster match
e Resource criticality

e Historical context
Severity is categorized into:

e Low — informational anomaly
e Medium — suspicious behavior

e High — active attack, compromise, or clear malicious intent
Evidence is attached, such as:

e Malicious IP
e APl sequence

e DNS domains
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e Network pattern

e Pod-level commands

e S3 object access logs

4 — Internals of GuardDuty’'s ML Baselines
(Deep Explainer)

GuardDuty ML models operate in three dimensions:

Dimension A — Identity Behavior Profiles

Each IAM principal accumulates:

Normal API set

Normal time-of-day activity
Normal region footprint
Normal VPC footprint
Normal peer resources

Normal CloudTrail frequency

Deviation triggers identity-related findings.

Dimension B — Network Behavior & Egress Patterns

GuardDuty learns:

Which IPs are typically contacted
What ports are used

Expected traffic volume

Normal remote ASN / country

Frequency of outbound connections

A single unusual outbound flow to a malicious IP can denote compromise.

Dimension C — Data Access Patterns (S3 Monitoring)

GuardDuty profiles:

Normal bucket access
Normal data volume
Normal clients

Normal time-of-day patterns
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e Object-level anomalies

This enables exfiltration detection, one of GuardDuty's strengths.

5 — Full End-to-End Processing Timeline
(Micro-Flow)

When an event occurs:

—_

. TRACE: Event is captured from internal AWS streams
. NORMALIZE: Event converted to a structured entity
. ENRICH: Threat intel applied

. FEATURE-EXTRACT: Behavioral signals calculated

. BASELINE-COMPARE: ML models analyze deviations
. CORRELATE: Combined with other signals

. SCORE: Severity/confidence computed

. GENERATE: Finding created

O 00 N o U M~ W N

. DISPATCH: Sent to Security Hub / EventBridge / SIEM

This entire process happens within seconds.

6 — Why GuardDuty Findings Are High-
Quality (No Noise Philosophy)

GuardDuty avoids noisy results by design:
e No regex-based pattern matching
e No static signature-only detection
e No user-defined rules that can explode
e Correlation-based suppression of duplicates

e Multi-signal fusion to avoid false alarms
False positives are minimized because GuardDuty “thinks” like this:

“Does this behavior match a known attacker technique OR a deviation from normal AND does threat
intel support it?”

Only then does it raise a finding.
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7 — Why This Architecture Works at Massive
Scale

GuardDuty's design supports:

e Multi-region parallelism

e Zero customer infrastructure

Zero customer log routing

Petabyte-scale streaming analytics
e Continuous learning

e Always-on threat intel updates

This is why GuardDuty can be enabled in seconds yet instantly starts detecting meaningful behaviors.

3. GuardDuty Data Sources: CloudTrail, VPC
Flow Logs, DNS Logs, EKS Audit Logs, S3 Logs
& Runtime Signals

GuardDuty's power comes from its ability to continuously ingest, interpret, correlate, and enrich a large set of
AWS-native telemetry streams. Each data source provides a different perspective into attacker behavior. By
fusing them, GuardDuty sees the cloud environment from identity, network, data access, application, and
runtime angles simultaneously. This multi-perspective ingestion pipeline is the foundation of GuardDuty's
detection accuracy.

To understand how GuardDuty detects threats, you must deeply understand what each data source
contributes, how AWS internally streams them into GuardDuty, how they are normalized, and how their signals
map to specific attack classes.

This chapter builds a complete, unified model of GuardDuty's data ingestion ecosystem.

1 — Mega-Diagram: The Complete GuardDuty
Data Ingestion Architecture

GUARD DUTY — COMPLETE DATA SOURCE ARCHITECTURE

AWS Global Telemetry Fabric

(CloudTrail) (vPC Flow Logs) (DNS Logs) (EKS Audit
Logs)
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(s3 Dbata Events) (Lambda Telemetry) (Runtime Signals) (Malware Scan
Results)

Guardbuty Regional Telemetry Bus
(high-throughput AWS internal stream)

: v
| Data Normalization & Entity Builder
| - Identity mapping

| - Resource modeling

| - Network session graph

| - Ccontainer/pod mapping

L

v
Threat Intelligence & ML Pipeline
- TI enrichment

- Network anomaly detection

- DNS behavioral modeling

[ 1
I I
| I
| I
| - IAM behavioral baselines |
| I
| - Container runtime analysis |
L |

T Vv 1

Finding Generation Engine

This is the full data ingestion architecture at a high level.

Now we will explore each signal source in extreme depth.

2 — CloudTrail: GuardDuty’'s Primary Identity
Telemetry Source

CloudTrail is the identity and API activity backbone for GuardDuty.

Nearly every identity-related finding originates from CloudTrail analysis.

2.1 — What CloudTrail tells GuardDuty

CloudTrail gives GuardDuty:

e Which IAM user or role performed an action

e What APl was invoked
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e Which IP address initiated it

e Which region the action occurred in

e Which AWS resource was involved

e Whether MFA was used

e Whether the identity is an assumed role or long-lived key

e Whether the action matches or deviates from baseline behavior

2.2 — Why CloudTrail is critical for threat detection

Most AWS breaches begin with:

e Stolen access keys

e Misused IAM roles

e Privilege escalation attempts

e Reconnaissance (Describe/List APIs)
e Unauthorized API calls

e Role chaining anomalies

GuardDuty uses CloudTrail to detect:

e |AM anomalies

e Privilege escalation attempts

e Reconnaissance behavior

e Account compromise patterns

e Abnormal region/API expansions
e Policy tampering

e (Credential exfiltration patterns

2.3 — How GuardDuty consumes CloudTrail

GuardDuty does not read your CloudTrail logs from S3.
Instead, AWS streams CloudTrail events internally to GuardDuty's regional analyzer.
This ensures:

e No S3 dependencies

e Low-latency ingestion

e Full event volume

¢ No config required

e No customer-managed pipelines
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3 — VPC Flow Logs: Network-Level Telemetry
for Attack Detection

VPC Flow Logs provide GuardDuty with network-layer context.
They reveal:

e Which EC2 instance is talking to which IP
e Which ports/protocols are used

e Traffic direction (inbound/outbound)

e Traffic patterns

e Datavolume

e Frequency and timing of connections

3.1 — Why VPC Flow Logs matter for threat detection

GuardDuty uses flow logs to detect:
e Command-and-control (C2) communication
e Outbound communication to malicious IPs
e Inbound brute-force attacks
e Port scanning
e Outbound crypto-mining pools
e Data exfiltration

¢ Internal lateral movement attempts

3.2 — Flow logs — threat enrichment

Flow logs alone cannot identify malicious traffic.
GuardDuty uses:

e AWS threat intel

e Botnet IP lists

e Malware C2 listings

e Crypto-mining pool databases

e ASN reputation

e Country/IP risk mapping

VPC traffic is then correlated with the instance identity, SGs, subnets, and roles.
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3.3 — GuardDuty internal normalization from flows

GuardDuty reconstructs:

EC2 Instance -» ENI - Subnet - Security Groups - Traffic Pattern

This enables:

Internal peer mapping
Behavior modeling

Attack kill-chain reconstruction

4 — DNS Logs: Domain Resolution Patterns &
Malware Detection

DNS logs are one of GuardDuty's most powerful detection sources because:

Nearly all malware uses domain-based C2
Attackers often use DGA (Domain Generation Algorithms)

DNS behavior reveals exfiltration and beaconing patterns

4.1 — What DNS logs provide

DNS logs provide:

Requested domain

Resolver IP

Timestamp

Requesting ENI or Lambda function
Query type

Matching to known malicious domains

4.2 — DNS behavioral analytics in GuardDuty

GuardDuty detects:

DNS to known malware domains

DNS to domains with bad reputation

DNS to newly registered domains

DNS to DGA-style domains (entropy analysis)

DNS beaconing (periodic queries)
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4.3 — DNS-based exfiltration patterns

GuardDuty can catch unusual:
e TXT queries
e High-frequency resolution

e Very large response packets
This is often an indicator of:

e DNS-based exfiltration

e Malware DNS tunnels

5 — EKS Audit Logs: Kubernetes Control Plane
Telemetry

GuardDuty for EKS brings full visibility into:

e Kubernetes API threats
e Pod exec abuse
e Node compromise

e (luster privilege escalation

5.1 — What GuardDuty sees from EKS audit logs

Audit logs show:

e Which Kubernetes user performed what action
e Kubectl operations (exec, cp, logs, port-forward)
e RBAC permission checks

e Failed access attempts

e Pod/Deployment/DaemonSet creation

e Access to secrets

e CNI behavior

5.2 — GuardDuty EKS detection types

GuardDuty detects:

e K8s privilege escalation attempts

¢ Kubectl exec into containers

e Access to high-privileged API groups

e Anonymous or unauthenticated K8s access
e Creation of privileged pods

e Suspicious role bindings
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5.3 — Why EKS audit logs are essential

Without them, GuardDuty could not:

e Detect insider movement

e Detect compromised developer workstations

Detect cluster-level persistence

Detect misconfigured RBAC attacks

6 — S3 Data Events: Data Access Monitoring &
Exfiltration Detection

GuardDuty's S3 protection module monitors:

Object reads

Object writes
e (Cross-account access
* Anonymous access

e Access from unusual principals

6.1 — S3 telemetry includes

e C(Caller identity

e Bucket & object path
e Bytes transferred

e Operation type

e Region

e Request IP/user-agent

6.2 — S3 anomaly detection

GuardDuty models:

e Normal user-to-object interactions
e Expected data volumes
e Expected access patterns

Findings include:

e UnauthorizedAccess:S3/BucketPublicAccessed
e Exfiltration:S3/ObjectAccess

e S3cross-account anomalies

e Suspicious geolocation access

e Access from known-malicious IPs
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7 — Lambda Telemetry: Serverless Threat
Detection

GuardDuty monitors Lambda signals to detect:

e Abnormal invocation patterns

e Excessive retries

e Execution from unexpected identities
e Unusual API calls from within Lambda

e Access to abnormal S3 buckets or DynamoDB tables

7.1 — Why Lambda telemetry matters

Serverless workloads often:

e |ack perimeter defenses
e Are abused for internal recon
e (Caninvoke privileged APIs if misconfigured

e Are exploited through CI/CD or environment variable injection

GuardDuty's Lambda visibility fills a critical gap.

8 — Runtime Monitoring: EKS Runtime +
Malware Protection

These optional modules expand GuardDuty beyond log-based detection into system behavior detection.

8.1 — EKS Runtime Monitoring (eBPF-based)

GuardDuty observes:

e Process executions

e File writes

e Privilege escalations

e Syscalls

e Development tool misuse
e Reverse shells

e (Container breakout attempts

This is GuardDuty's true workload-level detection capability.
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8.2 — Malware Protection (EC2/EBS/Containers)

GuardDuty deploys temporary, isolated scanners that detect:

e Malware binaries

e Suspicious ELF/EXE/Pyc scripts
e Cryptomining payloads

e Web shells

e Rootkits (light detection)

e Persistence artifacts

This module is agentless and uses snapshots, not in-place scanning.

9 — Why GuardDuty Uses Multiple Data
Sources (Fusion Model)

Every source detects one dimension of an attack.

Together, they form composite detection.

Example:

“A compromised EC2 instance running malware and exfiltrating data.”
GuardDuty combines:

e VPC Flow Logs — outbound suspicious IP

e DNS Logs — malware domain

e CloudTrail — unusual actions from instance role
e Malware scan — binary on EBS

e EKS Logs — pod-level activity (if containerized)

e S3Logs — unusual data access

Only multi-source fusion reveals a complete attack.

10 — GuardDuty Does Not Store Your Logs

GuardDuty does NOT store:

e (CloudTrail logs
e Flow logs

e DNS logs

e S3logs

e EKS audit logs

AWS streams only derived behavioral signals to the detection engine.
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This is why:
e GuardDuty has low operational cost
e |t maintains strict isolation
e |t complies with privacy standards
e |t avoids customer storage

e |t analyzes without retaining raw logs

11 — End-to-End Summary Diagram (Unified
View)

GUARD DUTY — UNIFIED SIGNAL FUSION MODEL

CloudTrail VPC Flow Logs DNS Queries EKS Logs S3 Logs
Runtime

Normalization - Entity Graph Builder

Y,
ML Baselines + Threat Intel + Behavioral Models

v
Finding Generation

Y,
Security Hub / EventBridge / SIEM / SOAR

4. Threat Intelligence Sources and Enrichment
Model Inside GuardDuty

GuardDuty's threat intelligence subsystem is the core brain that transforms raw AWS telemetry into high-
accuracy, behavior-aware, attacker-intent detection. While most cloud security products either rely on simple
IP reputation lists or static signature packs, GuardDuty uses a multi-source, constantly updated, globally
curated, machine-reasoned threat intelligence fabric that classifies events in real time and enriches them
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with highly contextualized adversarial indicators.
In practice, this means GuardDuty doesn't merely check “Is this IP bad?”
It asks a much deeper, behavior-oriented set of questions:

e What attacker network does this IP belong to?

e Has this IP been observed performing C2 or scanning globally?

e Does the domain appear algorithmically generated (DGA-like)?

¢ Does the actor behind this traffic exhibit persistent malicious behavior across AWS global
telemetry?

e Does this action match a known attack pattern or kill-chain stage?
e How does the behavior of this identity compare to its historical baseline?

¢ Does this sequence align with malware families or botnet patterns observed elsewhere?

This chapter provides a deep, complete view of GuardDuty's internal Threat Intelligence (Tl) architecture and its
enrichment pipeline.

1 — The Multi-Source Threat Intelligence
Model

GuardDuty's Tl layer is composed of four strategic input classes, each feeding into the detection engine:

1. AWS Native Global Threat Intelligence
2. Amazon Internal Threat Research Data
3. Third-Party Threat Intelligence Feeds

4. AWS Abuse/DDoS/Compromise Pattern Graphs

Each of these inputs flows into the GuardDuty Tl engine, but AWS does not disclose vendor names or exact
datasets for security and privacy reasons. What is public, however, is the structure, behavior, and integration
logic behind these sources.

Let's dive into each one deeply.

2 — AWS Native Global Threat Intelligence
(Primary Source)

AWS continuously monitors global malicious behavior from:
e Attacker infrastructure
e Botnet clusters
e Compromised cloud systems
e Global DDoS patterns

e Malware distribution points
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e (C2servers

e Crypto-mining networks

e (Credential stuffing sources

e Anomalous domain generators
e Phishing infrastructure

e Known malicious ASNs and IP blocks

2.1 — Signals AWS collects globally

AWS derives intel from:

e AWS edge networks

e Shield/DDoS data

e WAF logs (when enabled globally)

e Amazon.com security teams

e AWS internal abuse queues

e Observed attacker patterns across AWS global services

e Threat actors attempting credential stuffing across AWS APIs

e Suspicious network telemetry from millions of AWS customers (aggregate/anonymous)

2.2 — Why AWS Tl is unique

AWS has visibility into:
e Billions of network flows
e Millions of DNS queries
e large-scale threat campaigns
e Botnet evolutions

e |nternet-scale malware distribution

No third-party Tl provider has this vantage point.

3 — Amazon Internal Threat Research Data

GuardDuty benefits from Amazon's entire internal security ecosystem:

¢ Internal malware analysis labs

e Amazon Security Intelligence teams

e Amazon.com operational security

¢ Global incident response intelligence
e Suspicious container and VM analysis

e Malware family reverse-engineering teams

These teams categorize threats into:
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e Malware families

e Botnet infrastructures

e Exfiltration patterns

e Attacker TTPs (tactics/techniques/procedures)
e Domain categorization (benign vs malicious)

AWS uses this data to adjust:

e Reputation scores

e Kill-chain mapping

e Detection thresholds
e ML anomaly penalties

e Severity scoring

4 — Third-Party Threat Intelligence Feeds

GuardDuty ingests multiple external Tl feeds including:
e |P reputation blacklists
e Domain reputation databases
e Malware command-and-control detection
e Botnet mapping graphs
e DGA detection engines
e Threat actor infrastructure lists
e Crypto-mining pool trackers
e TOR exit node lists
e Bulletproof hosting ranges

e Dark web marketplace infrastructure

These feeds act as independent corroboration sources.

4.1 — GuardDuty doesn’t depend solely on external feeds

If an external feed says “this IP is malicious,” GuardDuty does not immediately generate a finding.
GuardDuty verifies through:

e AWS network context

e Historical AWS threat data

e Activity match (C2 traffic patterns)
e ML-based anomaly correlation

e Resource-level behavior evidence

This dramatically reduces false positives.


af://n1279
af://n1303

5 — AWS Abuse + DDoS Global Threat Graph

AWS aggregates global:

e Abuse reports

DDoS vectors

Spam/credential-stuffing IPs

Automated scanner networks

Brute-force attack sources

API probing sources

e Malicious automation clusters
When GuardDuty sees traffic from these sources, it correlates:

e Who the target resource is

e Which AWS account is involved

e Whether the resource’s behavior changed
e Whether the IAM role deviated

e Whether the API calls align with compromise

This system allows AWS to provide internet-scale threat visibility to GuardDuty customers.

6 — The Threat Intelligence Enrichment
Pipeline (Mega Diagram)

GUARD DUTY — THREAT INTELLIGENCE ENRICHMENT PIPELINE (INTERNAL)

AWS Global TI 3rd Party TI Amazon Internal TI AWS
Abuse Graph

fossssssss S e e Poccsossssos e e +
| Threat Intelligence Fusion Layer (Guardbuty)
v

Stage 1 — TI Reputation Processing |
o IP reputation scoring

e Malware family association

[

I

I

| e Domain maliciousness scoring

I

| e« ASN/Geo/Host risk classification
L
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Stage 2 — Behavior Alignment |
e Compare TI with CloudTrail behavior

e Correlate DNS with malicious domains |

[

I

I

| o Compare TI with network flows

I

| e Match pod/EC2 behavior with malware profiles |
L

Stage 3 — ML-Based Correlation
e Deviations from baseline

e Outlier sequence detection

e Temporal behavior modeling

Stage 4 — Threat Confidence Engine |
o Weigh evidence across all data sources

e Compute confidence & severity

e Attach annotated evidence |

Finding Generation

This pipeline shows how every Tl source is fused into GuardDuty's behavior engine.

7 — How Tl Enrichment Works for Different
Attack Classes

The Tl engine behaves differently depending on the threat scenario.

Scenario A — EC2 Instance — Malicious IP Communication

Tl provides:

e |P — C2 classification

e ASN — botnet host cluster

e Pattern — C2 beaconing evidence
GuardDuty correlates:

e Network flow — unusual port

e DNS — suspicious domain

e (CloudTrail — unusual API calls

If correlated — EC2_InstanceCompromise:UnauthorizedCommunication.
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Scenario B — IAM Compromise via Nefarious IP

Tl flags:

e |ogin from compromised IP
e TOR exit node

e (redential-stuffing source
e Geographic anomaly

GuardDuty fuses with:

e APl anomalies

e Region anomalies

Unusual privilege escalation

e Recon actions (Describe, List)

If correlated — UnauthorizedAccess:IAMUser/AnomalousBehavior.

Scenario C — S3 Exfiltration — Suspicious Destination

TI marks destination domain/IP as:

e Malware C2
e Data exfiltration endpoint

e Threat actor infrastructure
GuardDuty correlates:

e High volume GET/Object calls
e Unusual access patterns
e Unseen identities

e Region/time anomalies

If correlated — Exfiltration:S3/0bjectAccess.

8 — How GuardDuty Handles False Positives
(T1 + Behavior Fusion)

GuardDuty avoids Tl-only based alarms.
Before producing a finding, GuardDuty requires:

e Tl match AND
e Behavioral anomaly OR

e Sequence correlation OR
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e |dentity context mismatch OR

e Resource-level deviation

This double-layer filtering makes GuardDuty's Tl engine shockingly accurate.

9 — Deep Internal Logic: Threat Confidence
Scoring

GuardDuty computes a threat confidence score using:

e Static reputation score

e Behavioral deviation score

e Time window behavior pattern
e Resource criticality

e Entity baseline weight

e Threat category multiplier

e Sequence correlation multiplier
e AWS abuse graph match

e Historical actor score

This generates a high-confidence, low-noise finding.

10 — Example: How a Single Attack is TI-
Enriched

Let's walk though a realistic case:

An EC2 instance begins contacting a suspicious IP.
GuardDuty checks:

Step 1 (TI):

IP in botnet/C2 list? Yes.

Step 2 (Flow logs):

Unusual high-frequency outbound TCP traffic? Yes.
Step 3 (DNS logs):

Domain resolution to known malware domain? Yes.
Step 4 (ML baseline):

Instance has never communicated with similar IP ranges? Yes.

Step 5 (CloudTrail):
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IAM role behavior changed? Possibly.

GuardDuty produces:

EC2InstanceCompromise:BotnetCommandAndControl

and includes:

Malicious IP reputation
ASN attribution

Network pattern evidence
Historical deviation

Recommended remediation

This shows multi-layer fusion in action.

11

— Tl Feeds Updated Multiple Times Per

Day

AWS updates Tl continuously.

This means GuardDuty can:

Detect new campaigns within hours
Detect zero-day IP/domain clusters
Detect emerging botnets

Identify day-zero malware infrastructure

React to global threat intelligence instantly

This is why GuardDuty improves without any customer updates.

12 — Unified Understanding: Threat
Intelligence as the “Context Engine”

Threat intelligence in GuardDuty is not a separate module — it is the context layer that transforms raw logs

into:
o
o
o
o

Attack attribution
Impact estimation
Actor correlation
Severity scoring

Confidence scoring

GuardDuty's Tl layer makes its findings high-fidelity, low-noise, and behavior-accurate.


af://n1490
af://n1506
af://n1521

5. GuardDuty Finding Types and Deep
Interpretation of Severity Levels

GuardDuty findings represent the final output of the entire detection engine. Each finding is the result of a
multi-layer fusion process involving threat intelligence, behavioral baselines, anomaly detection models,
network analysis, identity behavior patterns, kill-chain mapping, and cross-source correlation. Understanding
GuardDuty means understanding what each finding truly means, what it signifies about attacker intent,
what stage of the intrusion lifecycle it belongs to, and how severity levels are assigned.

This chapter provides the complete, deeply detailed taxonomy of all GuardDuty finding families, the internal
logic behind each type, and the meaning of every severity level (Low, Medium, High). It also includes diagrams
that connect finding categories to attacker kill-chain phases.

1 — Mega-Diagram: GuardDuty Finding
Categories Mapped to the AWS Kill Chain

GUARD DUTY FINDING CATEGORIES — MAPPED TO ATTACK KILL-CHAIN PHASES

Reconnaissance Initial Access Execution / Persistence
Privilege Escalation

e Port scanning e IAM key compromise e EC2 malware execution .
Policy modification

e API enumeration e Unauthorized Togins e Container compromise .
AssumeRole abuse

e Resource discovery o Brute force attacks e Lambda misuse .
Role chaining abuse

e« S3 listing anomalies e Credential stuffing « K8s exec abuse .
STS escalation

Lateral Movement Exfiltration Network Threats
Data Access Threats

e Pivoting via roles e S3 data exfiltration e C2 beaconing .
S3 anomalous reads

e Pod-to-pod traversal e DNS-based exfil e« Malicious domains .
DynamoDB abuse

e Compromised EC2 - EC2 e Unusual large transfers e Botnet traffic .
ECR abuse

e Node compromise e Cross-region exfil e Crypto-mining pools .

Suspicious writes
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This diagram shows how GuardDuty findings align with known attacker lifecycle phases.

Now we will explore each category deeply.

2 — IAM & Credential Compromise Findings

These findings are among the most critical in GuardDuty because IAM credential compromise is the #1
cause of cloud breaches.

GuardDuty evaluates:

e Geolocation anomalies

e |Impossible travel

e APl usage deviations

e |dentity misuse patterns

e Privilege escalation attempts

e Suspicious AssumeRole chains

Key Finding Types

2.1 — UnauthorizedAccess:IAMUser/AnomalousBehavior
(High)

What it means:

GuardDuty detected IAM user behavior that deviates significantly from baseline.

Examples:

e Unusual region/API usage

e Abnormal time of day

e Access from known-malicious IP

e Unexpected privilege escalation attempts

e Recon APIs being used excessively
Severity: Usually High

Because it strongly indicates compromised IAM credentials.

2.2 — UnauthorizedAccess:ConsoleLogin (Medium — High)

Triggered when:
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e |ogin from a suspicious IP

Login without MFA
e Login from a TOR exit node

e Anomalous geolocation login
Severity increases if:

e Followed by suspicious behavior
e Root user login occurs

e Privilege changes occur after login

2.3 — IAMUser:AccessKkeyCompromise (High)

One of the most severe findings.
Triggered when:

e AWS detects key usage patterns resembling stolen keys
e Keys appear in known-compromised-key lists

e Keys used in ways impossible for legitimate owners

3 — EC2 Compromise Findings

These findings indicate a compromised or misbehaving instance.
GuardDuty monitors:

e Network patterns

e DNS lookups

e Malware scans

e Qutbound C2 traffic

e Cryptomining behavior

e Abnormal process activity (runtime mode)

Key Finding Types

3.1 — EC2:CryptoCurrencyMining (Medium — High)

Triggered when:

e |nstance communicates with mining pools
e CPU/network behavior resembles mining

e DNS queries resolve to well-known pool domains

This usually means:
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e |nstance is compromised
e Malware dropped on the instance

e |nstance credentials are exposed inside container/image
Severity depends on:

e Volume of activity
e Access scope

e Privilege of instance role

3.2 — EC2:CommandAndControl (High)

Triggers when:

e |nstance talks to known botnet nodes
e (Constant beaconing is detected

e (2 patterns match known families (e.g., Trickbot, Mirai)

This is a high-fidelity attack indicator.

3.3 — EC2:MalwareDetected (High)

Generated by:

e GuardDuty Malware Protection

e EBS snapshot analysis

e (Container image malware scan

e Execution of malicious binaries
This finding includes:

e Malware family

e File path

e Hash

e Behavior indicator

4 — EKS / Kubernetes Threat Findings

GuardDuty has a deep understanding of Kubernetes behavior through EKS audit logs and runtime signals.
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Major Finding Classes

4.1 — Kubernetes:APIAnomalousBehavior (Medium —
High)
Triggered when:

e Unusual kubectl operations
e Sensitive API groups accessed
e Anonymous API access attempts

e Volume of K8s API calls deviates from baseline
Examples:

e kubectl] exec into pods unexpectedly

e Manipulation of RBAC roles

4.2 — Kubernetes:PodExecution (High)

If GuardDuty detects abnormal pod exec behavior:

e Shell access gained in container
e Lateral movement inside cluster

e Privilege escalation attempts

This is a critical compromise signal.

4.3 — Kubernetes:Runtime/ReverseShell (High)

Detected via EKS Runtime Monitoring (eBPF).
Indicates:

e Malware spawn
e Reverse shells
e Privileged container execution

e Process manipulation inside pod

5 — S3 Data Exfiltration & Unusual Access
Findings
S3-based findings are GuardDuty’s data-centric detection layer.

Focus areas:
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Anomalous read patterns

Unauthorized cross-account access

Public access risks

Exfiltration attempts

Major Findings

5.1 — Exfiltration:S3/0ObjectRead (Medium — High)

Triggered when:

e Unusual number of GET/Object actions
e Unusual time of day
e large volume of data downloaded
e New IAM principal accessing data
e Suspicious IP origins
Severity:
e Medium if new patterns suggest exploration

e High if clear exfil patterns detected

5.2 — UnauthorizedAccess:S3/BucketPublicAccess
(Medium)

Generated when:

e S3 bucket becomes publicly accessible

e Anonymous principals begin accessing objects

5.3 — S3:CrossAccountUnusualAccess (Medium — High)

Triggered when:

e Unexpected AWS account accesses S3 bucket
e Temporary roles from other accounts appear
e Keys appear misused

Severity depends on:
e Data sensitivity
e Access volume

e Threat intel enrichment
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6 — Lambda Threat Findings

Lambda findings identify:

e Suspicious invocation patterns
e Malicious behavior from Lambda execution role

e Unexpected data access behavior

Major Lambda Findings

6.1 — Lambda:PotentiallyMaliciousinvocation (Medium)

Occurs when:

e Role begins performing abnormal API actions
e |nvocation spikes
e New regions are used

e Requests originate from suspicious IPs

6.2 — Lambda:ExecutionRoleMisuse (Medium — High)
Very dangerous finding indicating:
e Lambda execution role is compromised

e Role being used for lateral movement

e Privilege escalation attempts

7 — Network & DNS Threat Findings

These findings signal infrastructure-level threats.

7.1 — Trojan Activity / DNS to Malware Domains (High)
GuardDuty detects DNS patterns that match:

e Botnet C2 domains

e Malware staging servers
e Crypto-mining pools

e DGA-generated domains

DNS findings often indicate malware execution before outbound traffic occurs.
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7.2 — Port Scanning / Reconnaissance (Low — Medium)

Triggered when:

e Instance or VPC receives scanning traffic

e |nstance exhibits outbound scanning behavior

Severity remains lower because scanning is pre-attack, but highly actionable.

8 — Finding Severity Levels Explained (Deep
Interpretation)

Severity levels in GuardDuty are not arbitrary.
They are based on:

e Threat intelligence

e Behavioral deviation severity
e Attack phase

e Potential data impact

e Resource criticality

e Confidence score

Low Severity

Indicates:

e Early reconnaissance
e Anomalous but possibly benign behavior
e Weak signals

e Unverified deviation
Example:

Unusual DNS query volume.

Medium Severity

Indicates:

e Suspicious behavior

e Potential intrusion

e High risk requiring investigation
Example:

Unusual S3 object access by unfamiliar IAM role.
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High Severity

Indicates:

e Active compromise
e (Credential theft
e Data exfiltration
e Malware execution
e (C2 communication
e Privilege escalation

e Container/node takeover

High severity = incident response required immediately.

9 — How GuardDuty Automatically Assigns
Severity

Severity is derived mathematically:

Severity Score = TI Score + Behavior Deviation Score + Resource Criticality Score
+ Kill chain Stage weight + Confidence weight

This ensures:
e High-severity findings always represent clear, dangerous attacks
e Medium-severity findings require urgent inspection

e Low-severity findings act as early warning indicators
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10 — Full Unified Diagram: Finding Types
Across AWS Services

GUARD DUTY FINDINGS — UNIFIED TAXONOMY

IAM Findings EC2 Findings EKS Findings
S3/Lambda/Network
e IAM anomalies e« Malware execution e Pod exec abuse

e S3 exfiltration

e Login anomalies e Crypto mining e Runtime reverse shells

« DNS malware queries

e Privilege escalation

C2 traffic e RBAC privilege abuse

o Network C2 flows
e Key compromise e Port scanning e Anonymous K8s access
e« TOR access patterns

1

— Understanding Findings as “GuardDuty’s

Language”

Findings are not random alarm messages.

They are structured, machine-generated interpretations of attacker behavior.

Each finding encodes:

Who acted

What they did

Where they did it

Why the behavior is suspicious

How it maps to known attack techniques
What evidence was found

What severity it represents

What recommended response should be taken

Findings are the final product of thousands of signals fused together.
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6. GuardDuty for IAM Behavior Analysis and
Credential Compromise Detection

GuardDuty's ability to detect IAM anomalies and credential compromise is arguably the most important function
of the entire service. While many organizations focus on EC2 compromise or S3 exfiltration, nearly every major
AWS breach begins with misused IAM credentials — either stolen, leaked, phished, brute-forced, or abused
through permissive policies.

GuardDuty's entire detection pipeline is architected to treat IAM behavior as a primary threat surface, not a
secondary one.

Its detection for IAM anomalies is the result of:

global threat intelligence

behavioral baselining

geolocation analysis

API sequence modeling

privilege escalation pattern detection
session-level anomaly analysis

STS usage profiling

access-key misuse analysis

multi-signal correlation

This chapter goes deep into how GuardDuty observes, models, and detects IAM misuse and credential
compromise.

1 — The Philosophy: IAM as the “Heart and
Attack Surface” of AWS

In AWS, identities are the keys to the kingdom.

When attackers compromise credentials, they naturally blend into legitimate operations because they use:

legitimate APIs

legitimate endpoints
legitimate roles

legitimate IAM session tokens

legitimate capabilities

This makes IAM compromise detection extremely difficult for traditional security tools.

GuardDuty’'s IAM analysis pipeline is specifically designed to catch deviations from expected identity
behavior, even when using fully valid AWS credentials.

This is the fundamental difference between:
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e Permission-based control (IAM policy evaluation)

e Behavior-based detection (GuardDuty anomaly analysis)

GuardDuty does not check what an identity is allowed to do — it checks whether the identity’s current
behavior makes sense, given:

e its history

e its peer group
e jts context

e its location

e its APl calls

e jts timing

e jts sequence

e its underlying risk factors

This is how GuardDuty detects real-world intrusions.

2 — Mega-Diagram: IAM Behavior Detection
Pipeline

GUARD DUTY — IAM BEHAVIOR & CREDENTIAL COMPROMISE ENGINE

CloudTrail Identity Events (raw API history)
|

\Y

Identity Normalization Layer
e Principal mapping (User/Role/STS)
e Session correlation
e Key source identification

| IAM Behavioral Baseline Modeling (ML Engine)

| < API frequency & sequence

| < Region footprint

| o Time-of-day activity
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| e Resource access patterns

| e« IAM privilege transition baselines

| ¢ Unusual AssumeRole chains

| Threat Intelligence Enrichment

| ¢ Suspicious IP / TOR

| e« Phishing/credential stuffing networks

| « Known malware C2

| o Suspicious ASN / country

| Credential Misuse & Attack Pattern Detection

| ¢ Privilege escalation attempts

| + Reconnaissance API patterns

| e« Impossible travel

| ¢ Cross-account anomaly

| « Abuse of long-Tived access keys

| e« Unexpected region/API expansion

v
Finding Generation (Severity Scoring)

This is the entire internal flow of IAM anomaly detection.
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3 — Identity Normalization: Understanding
Who Is Acting

GuardDuty takes every CloudTrail event and reconstructs:

e The true IAM principal

e Source of authentication (long-lived key, session token, console login, assume-role)
e The session context

e User-agent, client, IP, environment

e Geolocation

e Associated roles & permission boundaries

This normalization layer allows GuardDuty to understand:

e The difference between a legitimate developer using AWS CLI
Vs

e A compromised access key used by a botnet, scanner, or malware variant

Key elements of normalization:

1. Principal Type Mapping
GuardDuty classifies identities as:
e long-lived IAM user access key
e STS AssumeRole session
e Federated identity session
e (Console login session
e Root user

e |AM Role associated with EC2/Lambda/EKS
2. Credential Source Detection

GuardDuty distinguishes whether the activity originates from:

e CLI

e SDK

e Browser console

e Programmatic session from application
e Mobile client

e Unknown automation frameworks
3. Session Chain Reconstruction

GuardDuty tracks AWS STS “role hop” sequences:
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User - IAM Role - Another Role - Service Role - Resource

Unexpected or excessive chaining is a strong compromise signal.

4 — |AM Behavioral Baseline Modeling (The
ML Engine)

GuardDuty constructs a deep behavioral profile for each identity.

This includes baselines for:

4.1 — Normal APl Usage Patterns

Every IAM identity has:

e Typical API calls
e Typical service usage

e Expected actions
Example:

If a Lambda function never calls EC2 APIs, and suddenly starts calling Describelnstances, GuardDuty flags
medium/high severity.

4.2 — Region Footprint Baseline

GuardDuty knows:

e Normal regions used
e Expected geographical distribution

e (Cross-region anomalies
Example:

IAM key used only in ap-south-1, then suddenly used from Frankfurt — suspicious.

4.3 — Time-of-Day & Frequency Baselines

Night-time activity from a developer who normally works 9-6 is suspicious.

4.4 — Resource Access Patterns

GuardDuty knows what resources the identity normally accesses.
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4.5 — Privilege Transition Profile

If a session normally performs:

Describe*, List*, Get¥*

...and suddenly performs:

CreateUser, PutRolePolicy, AttachRolePolicy

— Very high anomaly weight.

5 — Threat Intelligence Enrichment for IAM
Behavior

GuardDuty enriches IAM activity with Tl attributes:

e |P — malicious?

e ASN — known scanning source?

e TOR exit node?

e Associated with botnet?

e (Credential stuffing campaign source?
e Known phishing infrastructure?

e Geo anomalies?
This adds external threat context to identity behavior.
Example:

Alogin from a compromised IP immediately elevates severity.

6 — Credential Compromise Detection Logic
(Deep Internal Breakdown)

GuardDuty detects credential compromise using multi-layer pattern fusion:

6.1 — Impossible Travel

Activity from two distant IPs in an impossible time window.
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6.2 — Abnormal Geolocation

Login from an unusual country.

6.3 — Suspicious IP Source

Matches malicious IP lists.

6.4 — API Deviation

Identity suddenly performs unusual API calls.
6.5 — Excessive Error Codes

Brute-force patterns like:

AccessDenied
InvalidSignatureException
MaTlformedPolicyDocument

6.6 — Privilege Escalation Attempts

Common attacker sequences:

GetUser - ListPolicies - CreateAccesskey - PutUserPolicy

GuardDuty knows these are “attack fingerprints.”

6.7 — Reconnaissance Behavior

Excessive Describe* and List* APIs.

6.8 — Unusual STS AssumeRole Paths

Complex or unexpected chaining.

6.9 — Authentication From Automation Tools

Bot-like sequential API calls.

7 — Major IAM Finding Categories (Deep
Interpretation)

Now let's break down core IAM findings.
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7.1 — UnauthorizedAccess:IAMUser/AnomalousBehavior
(High)

Meaning:

IAM user is behaving in a way highly inconsistent with baseline.

Extremely strong indicator of key compromise.

Triggers include:

e Tl — malicious IP
e ML — APl anomaly
e Sequence — privilege escalation

e Region anomaly

Severity: High because attacker intent is often clear.

7.2 — Trojan:EC2/MetaDataCredentials (High)
Meaning:

Attacker stole EC2 instance metadata credentials.

This is one of the most critical breach scenarios.

When an attacker gains shell or execution on EC2, they steal:

curl http://169.254.169.254/latest/meta-data/iam/security-credentials/

GuardDuty detects:

e STS usage from non-instance locations
e Impossible travel from EC2 role

e Anomalous APl behavior originating from keys tied to instance role

7.3 — UnauthorizedAccess:RootCredentialUsage (High)

Any usage of root keys is an immediate major security incident.

7.4 — IAMUser:AccessKeyCompromise (High)

Triggered when AWS determines:
e Key is publicly exposed
e Key is part of known compromised lists

e Key appears in botnet-driven traffic
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e Key used in suspicious patterns immediately after leak

7.5 — UnauthorizedAccess:IAMUser/TorIPCaller (Medium

Use of IAM credentials from TOR is highly suspicious unless explicitly allowed.

8 — Attack Sequence Example (Deep Case
Study)

Let's simulate an attacker who compromises IAM credentials.

Step 1 — Attacker logs in from TOR node

GuardDuty detects:

UnauthorizedAccess:IAMUser/TorIPCaller

Step 2 — Attacker enumerates resources

GuardDuty detects:

Recon:IAMUser/NetworkPermissions
Recon:IAMUser/Enumeration

Step 3 — Attacker attempts privilege escalation

Calls:

PutUserPolicy
AttachGroupPolicy
CreateAccessKey

GuardDuty triggers:

PrivilegeEscalation:IAMUser/PolicyModification
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Step 4 — Attacker accesses S3

GuardDuty triggers:

Exfiltration:S3/0bjectRead

This is how GuardDuty reconstructs an attack in real time.

9 — IAM Deception Resistance (Why
GuardDuty Is Hard to Fool)

Attackers try:
e Slowing activity
e Using AWS CLI like a human
e Doing actions during normal business hours

e Using legitimate API calls only
GuardDuty still detects:

e Sequence deviations

Identity transitions

e Time drift

e Unusual STS usage

e Unexpected resource interactions
e Rare APl calls

e |dentity pivoting

This is why GuardDuty is one of AWS's hardest-to-bypass detection engines.

10 — Mega Diagram: IAM Compromise
Lifecycle Detection

IAM COMPROMISE DETECTION — END-TO-END ATTACK LIFECYCLE

1. Initial Access

e Anomalous Togin IP
e TOR / VPN / Proxy
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e Known malicious IP
e Unusual device fingerprint

2. Reconnaissance

e ListUsers / ListRoles
e DescribeInstances

e Enumerate Permissions
e Check MFA status

3. Privilege Escalation
e PutUserpolicy

e AttachRolePolicy

e CreateAccesskey

« IAM role chaining

4. Lateral Movement

e STS AssumeRole

e EC2 ROlTe misuses

e Unexpected region/API jump

5. Data Access & Exfiltration

e Unusual S3 GET/List
e High-volume downloads
e Cross-region access

6. Completion of Attack

If unmitigated - full compromise

11 — Why GuardDuty Is the Best IAM
Compromise Detector in AWS

GuardDuty is uniquely capable because it combines:

e |AM baseline models

e Threatintel

e Session analysis

e Behavior comparison
® Geo & IP context

e APl sequence analysis

e Kill-chain reasoning
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No other AWS service integrates all these dimensions.

7. GuardDuty for EC2 Network Threat
Detection and Malware Behavior

GuardDuty's EC2-focused detection capabilities form one of the most important pillars in AWS cloud threat
detection. Modern cloud compromises rarely begin with traditional OS-level exploitation; instead, attackers
typically compromise workloads through vulnerable applications, exposed ports, leaked credentials,
misconfigurations, or lateral movement from internal services.

Once an attacker gains OS-level access, the EC2 instance becomes a launchpad for:

e Command & Control (C2) communication
e Botnet integration

e Cryptomining

e Reverse shells

e Malware execution

e |ateral movement

e Data exfiltration

e Scanning or reconnaissance

GuardDuty's EC2 detection engine is designed to identify these behaviors by analyzing network activity, DNS
queries, process-level signals (runtime), EBS malware scans, IAM misuse, and behavioral deviations
across the instance, its IAM role, and its outbound communication patterns.

This chapter explains exactly how GuardDuty detects EC2-compromise indicators using multiple telemetry
layers.

1 — Mega Architecture Diagram: EC2 Threat
Detection Pipeline

GUARD DUTY — EC2 THREAT & MALWARE DETECTION PIPELINE

| vPC Flow Logs (Network) ----- Outbound traffic anomalies

T
|
T v 1
| DNS Query Logs -----» Malware domains / C2 domains
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\/-
I v 1

| CloudTrail (IAM Role Abuse)

----» Impersonation via instance credentials

\/.
[ M 1

| Runtime Signals (optional) | ----- Process, syscall, reverse shell
detection

\/-
I v 1

| malware Scans (EBS Snapshot)

----» Malware binaries, rootkits, crypto-
miners

| Guardbuty EC2 Threat Intelligence Engine

| - C2 patterns

| - Crypto-mining pools

| - Botnet traffic

| - mMalware domain families

| - Abnormal port/protocol/ASN

T v
| EC2 Behavior & Baseline Analyzer

Historical IP & domain patterns

| - Normal region / ASN / port usage

Expected IAM role usage

AppTlication-specific traffic patterns

|
T V 1
FINDING GENERATION ENGINE




This multi-layer fusion is why EC2 detection in GuardDuty is exceptionally powerful and generally low-noise.

2 — EC2 Compromise Threat Model (Deep
Explanation)

An EC2 compromise typically follows a predictable chain:

1. Initial intrusion
o Vulnerable application
o Exposed SSH
o Misconfigured security group
o Container breakout
o Privilege escalation
2. Attacker establishes foothold
o Installs malware
o Drops mining agent
o Creates persistence
o Downloads payloads
3. Outbound communication begins
o (2 beaconing
o Botnet registration
o Malware domain lookup
4. Lateral or vertical movement
o Steals instance role credentials
o Uses stolen creds for further attack
5. Data exfiltration or destructive behavior
o Large outbound flows
o Downloads from internal S3 buckets

o Uploads data to attacker servers

GuardDuty detects each stage.

3 — VPC Flow Logs: The Core of EC2 Network
Threat Detection

VPC Flow Logs provide GuardDuty with granular information about:

e Source/destination IP

e Ports
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e Protocols

e Traffic volume

e Traffic direction

e Frequency

e ENI association (which EC2 instance)
e ASN (Autonomous System Number)
e Region

e Timing patterns

GuardDuty correlates this with threat intelligence and baseline behavior.

3.1 — C2 Traffic Detection

GuardDuty identifies:

e Periodic beaconing

e Communication to known botnet servers
e High-entropy or known command servers
e Malware-associated ASNs

e Unusual port/protocol combos
Example:

Outbound traffic to a known Trickbot endpoint — High severity.

3.2 — Crypto-Mining Detection
GuardDuty identifies:

e Flow patterns resembling mining algorithms
e Communication with well-known mining pools

e Sudden CPU/network spikes (via EBS malware scan detection)
Example finding:

EC2:CryptoCurrencyMining (medium — high)

3.3 — Port Scanning & Recon

If a compromised instance scans internal network resources:
e Sequential port probing
e Multiple connection attempts with no valid handshake

e Lateral movement attempts

GuardDuty flags:
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Recon:EC2/PortProbeUnprotectedPort

3.4 — Suspicious ASN or IP Range

GuardDuty enriches flow logs with Tl

e TOR exit nodes
e Malware ASNs
e Compromised infrastructure

e (Cloud-hosted attacker nodes

Traffic to these IPs escalates severity and relevance.

4 — DNS Query Logs: Detecting Malware
Without Seeing the Payload

DNS logs provide GuardDuty with:
e Domain name
e Query type

ENI (EC2 mapping)

Resolved IP

e Time window

DNS behavior is one of the earliest indicators of malware.

4.1 — Malware Domain Lookups

Malware frequently resolves domains like:

e (C2servers

Fast-flux networks

DGA-generated domains

Exfiltration servers
GuardDuty maintains Tl for:

e Known malware domains

e Botnet DNS patterns

e Suspicious high-entropy strings

e Newly registered suspicious domains
Example finding:
Backdoor:EC2/DNS.Rebind

Trojan:EC2/DGADomainRequest
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4.2 — DNS Beaconing

Periodic DNS lookups for:

e Command polling
e Botnet keepalive
e Registration

e Job assignment

GuardDuty detects:

e Time-correlated DNS patterns
e Repetitive domain lookups

e Low-volume but suspicious patterns

5 — GuardDuty Malware Protection (EBS
Snapshot Scanning)

GuardDuty uses a snapshot-based malware analysis engine.

5.1 — How it works internally

1. AWS takes a temporary, isolated snapshot of EBS volume.
2. Malware scanning engine analyzes the snapshot.

3. No direct access or modification of your EC2 volume occurs.
4. Results fed into GuardDuty's detection pipeline.

5. Snapshot is destroyed.

5.2 — Malware detected includes

e Rootkits

e Crypto-miners

e Worm payloads

e Botnet binaries

e Trojans

e Backdoors

e Keyloggers

e Web shells

e Persistence scripts

e Malicious ELF/PE executables

Example findings:
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e EC2:Malware/Agent
e EC2:Malware/Trojan

e EC2:Malware/Mining

These findings are typically High Severity.

6 — Runtime Monitoring (Process, Syscall,
Reverse Shell Detection)

GuardDuty Runtime Monitoring (via eBPF) collects signals like:

e Executed binaries

e Abnormal shell activity

e Suspicious parent/child process combinations
e Network syscalls

e Privilege escalations

e (Container breakout attempts

6.1 — Reverse Shell Detection

GuardDuty identifies:

e bash -i >& /dev/tcp/... 0>&1 patterns
® nc, socat, curl|bash

e Qutbound connections with interactive session behavior

6.2 — Malware Behavior Detection

Detects:

e Unauthorized binaries

e Tools like nmap, masscan, hydra

e Suspicious scripts executed inside containers
e (Cron job persistence

e Kernel module tampering (light detection only)

These runtime detections strengthen findings from VPC and DNS layers.

7 — IAM Role Misuse from Compromised
Instances

If instance credentials are stolen via:

e SSRF
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e Reverse shell

e Container escape

e Metadata exposure
GuardDuty detects:

e STS session anomalies

e Cross-account calls

Abnormal IAM APl usage

Unexpected high-privilege actions

Region drift
Example:
UnauthorizedAccess:EC2/MetaDataCredentials

This is one of the most critical findings in AWS.

8 — Complete EC2 Compromise Kill-Chain
Detection Model

EC2 COMPROMISE KILL-CHAIN DETECTION (GUARD DUTY)

1. Initial Foothold

e« Vulnerable application exploited
e Stolen SSH key

e Misconfigured SG

e Container breakout

2. Malware Drop

e Malware binary placed
e Mining agent installed
o Reverse shell spawned

3. outbound Communication

e DNS malware Tlookup
e C2 beaconing
e Botnet registration

4. Internal Recon

e Port scanning
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e Lateral movement

5. IAM Role Abuse

e Attacker uses EC2 instance creds
e Privilege escalation

e S3 enumeration

6. Data Exfiltration / Destruction
e Large outbound flows

e Upload to attacker servers

e S3 exfil through EC2 role

GuardDuty detects every stage through multi-layer correlation.

9 — Severity Interpretation for EC2 Findings

EC2 findings are severity-graded based on:

Low Severity

e Early warning
e Recon attempts
e Portscanning

e Unusual outbound behavior

Medium Severity

e Potential compromise indicators
e Minor C2 attempts
e Unusual DNS traffic

e Suspicious outbound connections

High Severity

e Confirmed malware

e Active C2 beaconing

e Mining activity

e Stolen instance-role credentials
e Reverse shell behavior

e Botnet traffic
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e Privilege escalation sequences

High-severity EC2 findings require immediate IR action.

10 — Why GuardDuty’'s EC2 Detection Is
Extremely Accurate

GuardDuty avoids false positives by using:
e Tl correlation
e ML baselines
e Outbound pattern analysis
e DNS modeling
e EBS malware evidence
e Runtime process-level signals

e |AM role misuse correlation

GuardDuty will never flag a single outbound packet as malicious unless multiple signals confirm it.

11 — Unified Concept: EC2 Detection is Multi-
Dimensional

EC2 threat detection requires understanding:
e Network behavior
e |dentity behavior
e System behavior

e Data access behavior

GuardDuty is the only AWS-native service capable of correlating all these streams.

8. GuardDuty for EKS Kubernetes Protection
and Container Runtime Threats

GuardDuty's EKS and container-focused detection capabilities represent one of the most advanced cloud-
native Kubernetes security monitoring systems available. Modern attacks against Kubernetes clusters do not
resemble classic VM attacks; instead, they exploit:

e Kubernetes APl weaknesses
e Misconfigured RBAC
e Privileged pods

e (Container escape vulnerabilities
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e Malicious images

e Compromised CI/CD pipelines

e Runtime process injection

e Reverse shells in containers

e |ateral movement through cluster nodes

e Exfiltration via internal service mesh

e (Credential compromise of service accounts

e Abusive pod-level operations (kubectl exec, port-forward, etc.)
GuardDuty's EKS protection system provides two distinct layers of protection:

1. EKS Control Plane Protection (audit log-based)

2. EKS Runtime Monitoring (eBPF-based, node-level)

When these two layers operate together, GuardDuty sees everything that matters inside a cluster: APl behavior,
pod behavior, user behavior, system calls, malware execution, container escapes, reverse shells, and cross-
node lateral movement.

This chapter gives a complete, internal, 70x-depth explanation of how GuardDuty protects Kubernetes at both
control plane and runtime levels.

1 — Mega-Diagram: End-to-End GuardDuty
EKS Protection Architecture

GUARD DUTY — EKS KUBERNETES SECURITY ARCHITECTURE (CONTROL PLANE +
RUNTIME)

EKS Cluster (worker Nodes + Control Plane)

| EKS Control Plane Logs (Audit Logs)

| o kubectl exec

| + RoleBinding changes

| ¢ Anonymous API access

| e Pod create / delete
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| e Privileged pod creation

| ¢ Secrets access

| EKS Runtime Monitoring (Node-Level eBPF Sensors)

| ¢ Process execution

| e« Syscalls (execve, open, connect)

| e Reverse shells

| ¢ Malware execution

| e Container escapes

| e Privilege escalation

Audit Log Stream ----+ b
Runtime Event Stream

Guardbuty EKS Behavior Analytics Engine|
e API anomalies
e Container process anomalies

* Node compromise

|
|
e RBAC privilege escalation |
|
e Pod-to-node breakout signals

|

|
v
Guardbuty Finding Generator (K8s Findings)

This unified architecture gives GuardDuty a complete picture of Kubernetes behavior.

2 — EKS Control Plane Protection: Threat
Detection via Audit Logs

EKS audit logs are the authoritative source of Kubernetes control-plane activity.

GuardDuty consumes these logs with zero user configuration.


af://n2713

2.1 — What GuardDuty Sees in EKS Audit Logs

GuardDuty receives complete audit event streams for:

e kubectl exec into running containers

e Pod creation, deletion, scaling

e Secrets access via Kubernetes API

e RoleBinding & ClusterRoleBinding changes
e Requests from unauthenticated identities
e Node / pod/ K8s user actions

e Lateral movement using service accounts
e Modifications to admission controllers

e K8s APl unusual patterns

e Unauthorized APl attempts

e K8s “privilege escalation” attempts

e Pod/container breakout signals (control-plane side)

2.2 — Why Audit Logs Are Critical for Security

Audit logs reveal attacker behavior that cannot be seen from the OS level, such as:

e (Creating a privileged pod to escape to the node

e Using the K8s API to access secrets

e Modifying RBAC to gain cluster-admin privileges

e Using stolen tokens to impersonate system components

e Running commands in containers without SSH (via exec)

e Running “kubectl proxy” from inside pods

e Exploiting admission controller misconfigurations

Audit logs show intent, not just execution.

3 — Deep Dive: Key Control-Plane Findings

GuardDuty generates multiple classes of control-plane findings:

3.1 — Kubernetes:APIAnomalousBehavior

Triggered when:

e A Kubernetes user performs actions that deviate drastically from baseline
e Unknown identities attempt to access the cluster

e Aservice account performs admin-level operations unexpectedly


af://n2716
af://n2743
af://n2762
af://n2765

e Excessive API list/describe activity (reconnaissance)

Typical attacker sequences detected:

kubectl get pods --all-namespaces
kubectl get secrets

kubectl get serviceaccounts
kubectl get clusterrolebindings

This indicates reconnaissance or cluster-mapping.

3.2 — Kubernetes:PrivilegedContainerLaunch

Triggered when a pod is created with:
e privileged: true
e hostPID or hostNetwork
e mount of /var/run/docker.sock
e access to host's namespaces

e container capabilities escalated (e.g., NET_ADMIN)

This finding often means the attacker is trying to escape to the worker node.

3.3 — Kubernetes:AnonymousAccess

Triggered when the cluster receives:

e requests with no authentication headers
e unauthenticated access to sensitive APIs
e access from compromised service accounts

e suspicious internal traffic patterns
This is common in:

e misconfigured OIDC IAM auth
e insecure admission controllers

e public APl server exposure

3.4 — Kubernetes:ExecIntoContainer (Critical)

GuardDuty analyzes every kubectl exec event.
Triggers when:

e exec action is performed by an unusual identity

e exec into high-value pods
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e exec from suspicious source IP addresses
e commands executed shortly before privilege escalation attempts

e reverse shell activity follows exec (runtime correlation)

This is one of the strongest indicators of cluster compromise.

4 — EKS Runtime Monitoring: eBPF-Based
Node-Level Detection

Control-plane logs show intent, but runtime monitoring shows execution.

GuardDuty's runtime monitoring uses eBPF sensors deployed in a lightweight DaemonSet on each worker
node.

These sensors see:
e Process creation
e File modifications
e Network syscalls
e Connections
e Shell spawns
e Tools used inside containers (nmap, curl, nc)
e Reverse shells
e Privilege escalation attempts
e Unauthorized binaries executed

e Abnormal parent-child process relationships

This gives GuardDuty full visibility into what's happening inside containers.

5 — Deep Dive: Runtime Threat Findings

Runtime findings give high-fidelity detection signals.

5.1 — Kubernetes:Runtime/ReverseShell (High)

Triggered when:

e /bin/bash or /bin/sh is executed with network-based 10
e netcat, socat, or curl piped into shells

e interactive session patterns detected

This means an attacker gained remote shell access inside your container.
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5.2 — Kubernetes:Runtime/MaliciousFile (High)

Triggered when:

e Malware binaries or droppers detected
e Persistence scripts found
e Crypto-mining executables present

e Webshell payloads dropped

GuardDuty knows malware families & hash signatures.

5.3 — Kubernetes:Runtime/ContainerEscapeAttempt
(High)
Detects:

e Attempts to mount host filesystems
e Privileged syscalls

e Node-level manipulation

e Kernel abuse

e Attempts to break Docker or containerd boundaries

This is one of the most critical Kubernetes detections.

6 — Lateral Movement Detection Inside EKS

Lateral movement is one of the hardest behaviors to detect in Kubernetes because pods communicate freely
by default.

GuardDuty detects:

e Abnormal service account token usage
e Pod-to-pod reconnaissance

e Unusual calls to kubelet

e Access to node metadata endpoints

e Recon activity from compromised pods

This prevents attackers from moving silently across nodes.

7 — Mapping GuardDuty EKS Findings to the
Kubernetes Kill-Chain
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KUBERNETES ATTACK KILL-CHAIN (GUARD DUTY VIEW)

1. Initial Access

o Compromised image

e Compromised CI/CD pipeline

o Exposed pod with open port

e Abused service account token

2. Reconnaissance

o kubectl get *

e List secrets

e Enumerate nodes

e Permission probing

3. Privilege Escalation

e Privileged pod creation

e RBAC RoleBinding changes
e Container escape attempts

4. Lateral Movement

e Pod-to-pod traversal
e API server misuse

o kubelet impersonation
e Node compromise

5. Execution

e Reverse shells

e« Malware execution

e Cryptomining

e Suspicious process execution

6. Exfiltration / Impact

o Data exfiltration via pods

e Secret extraction

e Deploying malicious workloads

GuardDuty covers every phase.
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8 — Severity Interpretation in EKS Findings

Low Severity

e |Initial probing
e Minor APl anomalies

e Early reconnaissance

Medium Severity

e Suspicious pod exec
e Unusual service account usage

e APl authorization anomalies

High Severity

e Reverse shells

e Privileged container launches
e Pod escape attempts

e Malicious binaries

e Kubernetes credential theft

e Node-level compromise

High severity = immediate incident response.

9 — Why GuardDuty's EKS Protection Is
Extremely Accurate

GuardDuty triangulates:

e Control-plane audit logs

e Runtime syscall signals

e Threat intelligence

e ML-based behavioral baselines
e Network patterns

e Container execution profiles

This multi-source correlation makes GuardDuty's EKS detection one of the strongest Kubernetes security
solutions in the industry.
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9. GuardDuty for S3 Protection: Data Access
Threats, Exfiltration Patterns, and Bucket
Exposure Risks

Amazon S3 is the heart of data storage inside AWS, and because organizations place their most sensitive,
business-critical information inside S3 buckets, attackers who gain any level of foothold inside an AWS
environment almost always attempt S3 enumeration and eventual exfiltration.

GuardDuty's S3 Protection engine exists to detect misuse, anomalous data access, cross-account abuse,
anonymous access, exfiltration patterns, reconnaissance, public exposure paths, and identity-driven
data manipulation.

This chapter gives a complete, 70x-depth explanation of how GuardDuty models S3 access behavior, detects
anomalies, correlates identity/context, analyzes threat intel, and reconstructs malicious patterns across
buckets and objects.

We will break down the internal pipelines, multi-layer detection logic, data event enrichment, and adversarial
behavior modeling that power S3 findings.

1 — Mega-Diagram: GuardDuty S3 Protection
Architecture

GUARD DUTY — S3 DATA ACCESS DETECTION PIPELINE

S3 Data Events (Read/Write/List/Delete)

I |
| o GET / HEAD / LIST |
| « PUT / COPY / DELETE |
| < versioned object access |
| < Cross-account requests

| ¢ Anonymous/public access |
| ¢ Access patterns per principal |

[

| Identity & Resource Context Builder
| e IAM role/session

| e Principal type

[ o Bucket policy

| e Object ACL

| e SCP/0OUs (via Organizations Tink)
[ e VPC endpoint / public IP
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Behavioral Baseline Engine |
o Typical objects accessed

o Expected data volume

e Time-of-day patterns

e Geo patterns / IP patterns

e Principal-level historical behavior

1
Threat Intel & Cross-Source Correlation |

[

I

| e Suspicious IP / ASN |
| e Anonymous requests

| e Recon sequence detection |
I
L

e Correlation with EC2/IAM anomalies |
|

v
Guardbuty S3 Finding Generator

This architecture shows how GuardDuty to correlates identity, behavior, threat intel, and context to produce
high-fidelity S3 anomaly findings.

2 — How GuardDuty Collects and Interprets
S3 Data Events

GuardDuty does not ingest raw S3 logs from your buckets.
Instead, AWS internally streams S3 Data Events to GuardDuty in real time:
® GetObject
® ListBucket
® HeadObject
® PutObject
® CopyObject
e DeleteObject

Each event includes:

e Principal identity (IAM user, role, STS session, cross-account principal)

e Source IP /VPC endpoint
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e Object key (full path)

e Bytes transferred

e TLS status

e Version ID

e S3ARN

e Bucket policy evaluation context

e Access decision (allowed/denied)
GuardDuty overlays this with:

e S3 block public access configuration

e Bucket access control lists (ACLs)

e Resource policies

e External account IDs

e Permissions boundaries

e Organizational SCP rules

This results in a holistic understanding of whether the access is appropriate.

3 — Core Threat Categories Detected for S3

GuardDuty's S3 model detects threats across five major categories:

1. Reconnaissance/Enumeration

2. Unauthorized Data Access

3. Data Exfiltration

4. Bucket Exposure / Misconfiguration Abuse

5. Cross-Account Abuse

We will break each one down in extreme depth.

4 — Category 1: Reconnaissance &
Enumeration Detection

Attackers who gain IAM foothold usually enumerate S3 first:

ListBuckets
ListObjects
Headobject
GetBucketPolicy

GuardDuty models these behaviors deeply:
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4.1 — Baseline Behavior Deviations

GuardDuty checks:

e Does the principal normally list buckets?

e Do they normally inspect policies?

e How many objects do they typically read?

e |s this enumeration exhaustive or targeted?

e |s this enumeration across unusual buckets?

4.2 — Reconnaissance Sequences

GuardDuty detects recon sequences like:

ListBuckets - ListObjects - GetObject on metadata-like objects - Listversions - GetBucketAc]

This is a classic attacker pattern.

4.3 — Access From Known Malicious Sources

If recon uses:

e TOR nodes
e Botnet IP ranges
e Anomalous ASNs

e Countries the identity never used

Severity escalates drastically.

5 — Category 2: Unauthorized Data Access
Detection

Unauthorized access is detected when a principal:

e Reads objects they've never accessed

Reads objects they should not access

Reads objects in sensitive paths

Accesses data at abnormal times

Accesses high numbers of objects suddenly

e Accesses high-sensitivity buckets
GuardDuty tracks:

e Per-identity object access patterns

e Historical access windows
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e Sensitive prefixes
e Data classifications (if integrated with Macie)
e Public vs private objects

e Access via VPC endpoint vs public internet
Examples of findings:

® UnauthorizedAccess:S3/BucketUserAccess
e S3:UnusualDataAccess

e S3:PotentiallySensitiveDataAccess

6 — Category 3: Data Exfiltration Detection
(Deep Explanation)

This is the most critical S3 threat model.
GuardDuty models exfiltration through:

e |arge-volume GET/Object requests

e Bulk download of versioned objects

e Access from unusual geolocations

e New principals accessing large datasets

e Suspicious client signatures (curl, python scripts, automation)

e Abnormal request velocity

6.1 — Exfiltration Pattern Examples

Pattern A: High-Volume Sequential Object Reads

GetObject file001
GetObject file002
GetObject fi1e003

GetObject file5000

Pattern B: GetObject After IAM Compromise
If IAM anomalies precede S3 access — severity is automatically high.
Pattern C: Exfiltration to Suspicious IPs

e TOR
e Proxy/VPN networks
e Malicious ASNs

e Known attacker infrastructure
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6.2 — S3 Exfiltration Kill Chain (Diagram)

Attacker compromise - Enumerates buckets - Targets sensitive objects - High-volume reads -
Exfiltration » GuardbDuty detection - Automated response

7 — Category 4: S3 Bucket Exposure &
Misconfiguration Abuse

GuardDuty continuously monitors:

e Public bucket exposure

e Anonymous access

e Insecure ACLs

e Unsafe cross-account access

e Unexpected public object reads

Findings include:

7.1 — Public Exposure Findings

e S3/BucketPublicAccess
e S3/BucketPublicRead

e S3/BucketPublicwrite
Triggered when:

e S3 block public access disabled
e Bucket allows Principal="+"

e Objects accessed anonymously

7.2 — Anonymous Access Abuse

If attacker reads an object anonymously (public bucket):

IP reputation used

ASN used

e Access pattern modeled

Severity based on sensitivity of objects
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7.3 — Misconfigured Bucket Policies

GuardDuty detects:

e OQOverly permissive cross-account grants
e Unexpected external principal IDs
e Policy privilege escalation

e Dangerous conditions or missing conditions

8 — Category 5: Cross-Account Abuse

One of the most dangerous attack vectors.
GuardDuty detects:

e Access from unknown AWS accounts

e Access from accounts outside your org

e Unexpected role assumptions

e Unknown principals interacting with buckets
Severity varies depending on:

e Trusted OU relationships

e Known partner account mappings

e Whether access follows expected patterns

e Data sensitivity

If exfiltration + cross-account access occur — High severity.

9 — Correlation With 1AM Findings (Deep
Intelligence Fusion)

GuardDuty correlates S3 findings with:

e |AM anomaly findings

e EC2 compromise

e EKS compromise

e Access key compromise
e Reverse shell detections

e Unfamiliar geolocation logins

This allows GuardDuty to reconstruct full attack campaigns:
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IAM anomaly - Privilege escalation - S3 enumeration - Exfiltration

This multi-layer detection guarantees high confidence.

10 — Severity Interpretation for S3 Findings

S3 findings have severity based on:

Low Severity

e Minor anomalous reads
e Non-sensitive data
e Early recon

e Unexpected list operations

Medium Severity

e Sensitive object access
e Unusual identities accessing S3
e Cross-account read attempts

e Newly observed geolocations

High Severity

e High-volume GETs

e Exfiltration to malicious IPs

e Anonymous access of sensitive objects
e Public bucket exposure

e |AM compromise + S3 access correlation

e Privilege escalation preceding data access

High severity S3 findings demand immediate action.

11 — Unified Diagram: S3 Threat Detection
Across Kill Chain

S3 ATTACK LIFECYCLE (GUARD DUTY VISIBILITY)
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1. Recon

e List bucket
e List objects
e Inspect policies

2. Targeting

o Identify sensitive prefixes
e Enumerate versions

e Test object access

3. Credential Misuse

e AssumeRole anomalies
e Unusual IAM role usage
e Suspicious API signatures

4. Data Extraction

e Bulk downToads
e Large byte transfer
e« Cross-account access

5. Exfiltration

e To malicious IPs

o To foreign regions
e Anonymous downloads

10. GuardDuty for RDS, EBS, and CloudTrail
Log-Based Threat Detection

GuardDuty's log-centric protection surface extends beyond EC2, EKS, and S3 into deeper AWS data-plane and
control-plane components, such as RDS database activity patterns, EBS volume scanning, and CloudTrail API-
behavior analysis. These signals are essential because attackers rarely restrict themselves to a single service —
once a foothold is established, they pivot through IAM, EC2, Lambda, RDS, or S3 depending on what data is
most valuable. GuardDuty's purpose here is to detect the subtle, early, intent-based signs of misuse inside RDS
(network and authentication anomalies), inside EBS volumes (malware signatures, persistence components),
and inside CloudTrail API sequences (identity misuse, privilege escalation, stealthy enumeration, and attack-
chain reconstruction).

We break these down individually in deep internal detail.
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1 — RDS Threat Detection: Understanding Suspicious
Database Behaviors

GuardDuty does not directly inspect SQL statements, database queries, or full RDS logs. Instead, it relies on
database authentication logs, network telemetry, and behavioral context to detect attacks attempting to
compromise RDS engines.

The detection surface is centered on the following dimensions:

e Unusual authentication patterns

e High-frequency failed login attempts

e Authentication from malicious IPs

e Password spraying or credential stuffing

e Cross-region or cross-VPC RDS login attempts

e Suspicious connection bursts from compromised EC2 instances

e Access from identities never previously associated with the database
RDS findings often indicate:

e Credential brute force

e Botnet-driven password guessing

e Attempts to compromise database endpoints

e Internal lateral movement from compromised EC2 containers

e Unusual database user activity patterns

2 — RDS Attack-Detection Architecture (Diagram)

GUARD DUTY — RDS THREAT DETECTION ARCHITECTURE

RDS Authentication Logs (IAM / Password)
e Success / Failed logins

e Source IP / VPC / region

e Username and login methods

e Connection bursts and retries

Guardbuty RDS Behavior Analytics Engine |
e Baseline: known DB users

e Normal traffic patterns |
e Geolocation drift |
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| ¢ Frequency modeling |

| ¢ Threat intel on attacking IPs |
L |

\%

Guardbuty RDS Findings (BruteForce, Anomalies)

This gives GuardDuty a complete threat model for authentication-level attacks.

3 — EBS Malware Protection: Snapshot-Based Deep File
Analysis

GuardDuty performs agentless malware scanning for EBS volumes by using temporary isolated snapshots.
This allows GuardDuty to detect:

e Malware binaries

e Reverse shells

e Crypto-miners

e Rootkits (light detection)

e Persistence agents

e Web shells

e Malicious ELF or EXE payloads

e Compromised container images

e Scripts used for privilege escalation

This is not a vulnerability scanner — it is a malware identification and behavioral indicator engine.

How It Works Internally
1. When GuardDuty sees suspicious signals (EC2 behavior anomalies, DNS C2 domains, outbound threats),
it triggers an internal EBS scan request.
2. AWS creates a secure, isolated snapshot of the EC2 instance’s EBS volume.
3. Snapshot is scanned using signatures + ML models + behavioral heuristics.
4. Findings are correlated with other signals (EC2 network behavior, IAM misuse).

5. Snapshot is immediately destroyed after scanning.

This allows high-confidence detection without interfering with the running instance.

4 — EBS Malware Detection Pipeline (Diagram)
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GUARD DUTY — EBS SNAPSHOT MALWARE DETECTION PIPELINE

Suspicious EC2 Behavior Detected (C2, DNS, Crypto-mining, Reverse shell)

\Y

| Temporary EBS Snapshot Created (Isolation Zone)

[
| Guardbuty Malware Engine |
| e Signature-based detection |
| « Behavioral heuristics |
| e ELF/PE static analysis |
| e Crypto-mining fingerprint detection

| e Web shell / droppers / persistence patterns |
L

%
Guardbuty Malware Findings (High Severity)

This pipeline gives precise malware detection across workloads.

5 — CloudTrail Log-Driven Threat Detection

CloudTrail is GuardDuty’'s most important identity signal and one of the strongest components of its
detection engine. GuardDuty uses CloudTrail to detect:

e Privilege escalation attempts

e Misuse of IAM roles or long-lived keys

e Suspicious region/APl/identity drift

e Reconnaissance behavior

e Unexpected AssumeRole chains

e Abuse of temporary credentials

e Sensitive APl misuse (e.g., PutUserPolicy, AttachRolePolicy)
e Suspicious service-to-service API calls

e |AM user impersonation

e Root account activity

e API calls from malicious IPs (Tl enriched)

CloudTrail gives GuardDuty a complete understanding of the attacker's intent and identity context.
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6 — CloudTrail Attack-Chain Modeling (Diagram)

GUARD DUTY — CLOUDTRAIL ATTACK MODEL

Login / Authentication Events (Console, STS, Access Key)
|
v
Abnormal API calls (Recon, Priv Esc, Resource Modification)
|
v
Resource Access Events (IAM, S3, EC2 Control Plane)
|
v
Threat Intel Enrichment (Malicious IPs, TOR, ASN anomalies)
|
v
Behavior Deviation Scoring (ML Models)
|
v
Guardbuty CloudTrail Findings

CloudTrail is the “identity backbone” for GuardDuty.

7 — Combined Behavior Across RDS + EBS + CloudTrail
(Fusion Insight)

GuardDuty identifies multi-layer attacks such as:

e EC2 compromise — metadata credential theft — IAM privilege escalation — RDS targeting
e Compromised database user logins — abnormal S3 reads — data exfiltration
e Malicious EC2 outbound traffic — malware found in EBS — S3 objects accessed anomalously

e |AM anomaly — suspicious database enumeration — EBS malware correlation

GuardDuty is strongest when interpreting multi-layer correlated signals.

11. GuardDuty Severity Framework, Scoring
Logic, and Internal Confidence Engine

GuardDuty's severity scoring system is the Al-driven analytical backbone that classifies attacker behavior
based on risk, intent, impact, confidence, attack stage, and contextual environment.
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Unlike traditional SIEM severity scoring, GuardDuty does not treat all findings equally — it uses a multi-layer
mathematical model to compute severity dynamically through:

e Threatintelligence

e Behavioral deviation

e Resource sensitivity

e Kill-chain stage mapping
e Temporal correlation

e (Cross-signal correlation
e Environment context

e |AM privilege levels

e (Confidence scoring

This system ensures that High Severity findings always reflect events requiring immediate response, while
Medium and Low findings represent actionable but less destructive activities.

1 — Mega-Diagram: GuardDuty Severity and Confidence
Engine

GUARD DUTY — FINDING SEVERITY & CONFIDENCE SCORING SYSTEM

Raw Signals (CloudTrail, VPC, DNS, EKS, S3, RDS)
|

\

Threat Intelligence weighting |
e« Malicious IP/domain |
e TOR, botnet, spam, C2 |
e« Malware families |

Behavioral Deviation Modeling (ML) |
e Historical baseline deviation |
e Frequency anomalies |
e Time/region/service anomalies |

[

| Attack Stage Classification (Kill Chain) |
| « Recon |
| e Initial Access |
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e Exec / Priv Esc

|
| e Lateral movement
| o Exfiltration

L

Resource Criticality Model
e Sensitive buckets / DBs
e Production vs dev

e IAM privilege Tlevel

[

| Multi-Signal Evidence Correlation
| e CloudTrail + S3 + DNS

| e EC2 + EBS + IAM

| e EKS API + Runtime

L

v
Final Severity & Confidence Score (Low/Medium/High)

This pipeline determines the final severity grade for every finding.

2 — Severity Levels (Deep Interpretation)

Low Severity

Represents:

e Early attacker probing

e Minor anomalies

e Reconnaissance

e Suspicious but low-impact events

e Non-sensitive resource access anomalies

Low severity is a warning, not necessarily an intrusion.

Medium Severity
Represents:

e Potential intrusion

e Strong deviation from historical patterns
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e Suspicious network or IAM behavior

Abnormal data access

Attempted privilege escalation without success

Unknown principal behavior

Medium indicates urgent investigation.

High Severity

Represents:

e Confirmed compromise

e Malware execution

e (Credential theft

e (C2 communication

e Sensitive data exfiltration

e Privilege escalation

e Kubernetes breakout

e Unauthorized S3 access

e Attackers using TOR / malicious ASNs
e |ateral movement attempts

e (Cross-account malicious activity

High severity = full incident response required immediately.

3 — Internal Scoring Logic (Mathematical Model)

GuardDuty internally computes:

SeverityScore =

(ThreatIntelweight x ConfidenceFactor)
(BehaviorbDeviation x DeviationPenalty)
+ (Killchainstageweight x AttackImpact)
+ (ResourcecCriticalityScore)
+

+

(EvidenceCorrelationMultiplier)

Each factor plays a significant role:

e ThreatintelWeight increases when IP/domain is known malicious

e BehaviorDeviation spikes when API patterns break historical baselines
e KillChainStageWeight is highest for exfiltration or privilege escalation
e ResourceCriticalityScore is higher for production systems

e EvidenceCorrelationMultiplier boosts severity when multiple sources confirm attack
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4 — Confidence Scoring Engine

GuardDuty attaches a confidence score that determines whether:
e Afinding is speculative
e Afinding is strongly suggestive
e Afinding is definitive
High-confidence findings always involve multi-source evidence, for example:

e DNS — malware domain

VPC flow — C2 communication

EBS scan — malware binary

CloudTrail — IAM misuse

This combination leaves no doubt.

5 — Severity Scoring Across Kill-Chain Stages

GuardDuty weights kill-chain stages differently:

Stage Description Severity Weighting
Recon Information gathering Low

Initial Access Access attempts, login anomalies Medium

Execution Malware, reverse shells High

Privilege Escalation IAM misuse High

Lateral Movement Pod-to-pod, role hops High

Exfiltration S3/RDS data theft High

This scoring ensures alignment with attacker progression.

6 — Example Attack With Severity Evolution
Step 1 — TOR Login Attempt (Low — Medium)

Identity logs in from TOR — detection triggered.
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Step 2 — IAM Recon (Medium)

Attacker lists policies and roles.

Step 3 — Privilege Escalation (High)

Attacker calls putuserpolicy — automatically High.

Step 4 — S3 Downloads (High)

Large-volume object reads — confirmed incident.

Severity evolves with kill-chain progression.

7 — How GuardDuty Avoids False Positives

GuardDuty evaluates:
e Multi-signal correlation
e ML baselines
e Time windows
e Principal integrity
e |dentity history

e Threat intelligence confirmation

Afinding is only High when several independent evidences validate it.

12. GuardDuty Integration With AWS
Organizations: Multi-Account Delegated
Administration, Centralized Threat Visibility,
and Enterprise-Scale Governance

GuardDuty is designed as an organization-wide security service, not a per-account tool. In enterprise
environments with dozens, hundreds, or thousands of AWS accounts, GuardDuty's real power emerges only
when Organizations integration is properly set up. This allows AWS to build a centralized, delegated security
authority, where GuardDuty findings from all member accounts flow into one or multiple central security
accounts — forming a unified detection fabric across the entire organization.

This chapter breaks down, in extremely deep detail, how GuardDuty integrates with AWS Organizations, how
delegated administration works internally, how detection planes unify across accounts, how findings flow, and
how threat visibility scales to thousands of workloads across multiple OUs and regions.
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1 — Multi-Account Delegated Administration Architecture
(Deep Internal View)

AWS ORGANIZATIONS + GUARDDUTY CENTRALIZED SECURITY ARCHITECTURE

AWS Organizations (Root)

| organizational units (OuUs) |
[ Prod ouU |
| - Dev/Test ouU |
| |
| |

- Shared Services 0U
- Sandbox ouU

Guardbuty Delegated Admin Account |
(security or Audit Account)
e Central configuration |
e Auto-enable new accounts |
e Consolidated findings |

[
| AT1 Member Accounts (100s or 1000s) |
| « EC2, EKS, Lambda, RDS, S3

| o Multi-region workloads

| ¢ Per-account local analyzers

L

|
v
Guardbuty Regional Analyzers
|
v
Central Account: Consolidated Findings

This architecture ensures:

e One place for configuration
e One place for findings
e One place for automation

e One place for incident response
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e Universal coverage for all accounts

No workloads are left unprotected.

2 — Delegated Administrator: How It Works Internally

The delegated administrator account becomes the GuardDuty master for the entire AWS Organization.
Internally, AWS performs:

1. GuardDuty service handshake between the organization management account and the delegated
admin.

2. 1AM trust establishment so GuardDuty can deploy detectors automatically into member accounts.
3. Regional analyzer creation for every account in every enabled region.
4. Cross-account data linking so findings aggregate centrally.

5. Onboarding automation for any new member accounts added to the organization.

This activates GuardDuty across all OUs without any manual intervention.

3 — Auto-Enable / Auto-Provisioning Logic

When new accounts join your AWS Organization, GuardDuty performs:

e Automatic detector creation
e Automatic linking to delegated admin

e Automatic enabling of optional features (S3 protection, EKS runtime, Malware protection, RDS
protection)

e Automatic region replication of settings

This prevents “gaps” that attackers could exploit in newly created or sandbox accounts.

4 — OU-Level Governance Controls

GuardDuty respects AWS Organizations OU boundaries.
You can configure:
e Different GuardDuty settings per OU
e Different enable/disable settings (e.g., runtime only in prod)
e Delegated investigators with OU-specific visibility
e SCP enforcement for GuardDuty features

e CloudTrail controls per OU for deeper GuardDuty signals

This allows centralized governance but OU-specific tuning.
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5 — Multi-Region Visibility and Global Threat Coverage

GuardDuty operates at the regional level, not the global level.
In multi-region architectures:

e Each region runs its own analyzers

e Delegated admin receives aggregated findings

e Regional anomalies (e.g., US — Europe drift) are detected
e Region-based privilege escalation anomalies are captured

e RDS brute force in one region + IAM anomaly in another region = high-severity correlated detection

GuardDuty's cross-region fusion is one of its most powerful capabilities.

6 — Finding Flow Across Accounts (Diagram)

ORGANIZATION-WIDE FINDING FLOW (GUARD DUTY MULTI-ACCOUNT)

Member Account A Member Account B Member Account C
e« EC2 compromised e« S3 exfiltration detected e IAM anomaly
detected
e Malware detected e Unknown principal access e« TOR login
attempt
\ | /
\ | /
\ | /

——————————————————— Regional Analyzers (A1l Regions) ---------—--—-—-——-———-
|
v
Delegated Admin Account - Security Lake / SIEM / SOAR

Every account reports into the central security account.

7 — Cross-Account Attack Reconstruction

GuardDuty can detect attacks that span accounts:
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Example:

e |AM anomaly in Dev account
e Compromised pipeline deploys to Shared Services account
e EC2 launches malicious container
e S3 exfiltration in Prod account
GuardDuty correlates these via:
e Principal ARN
e Source IP
e STS sessions
e Role chaining
e Time window correlation

e DNS + network + CloudTrail behavior mapping

Cross-account attack detection is a major GuardDuty strength.

8 — Multi-Account Governance Best Practices

1. Use a centralized Security account as delegated admin
2. Enable auto-enable for all new accounts

3. Enable all optional GuardDuty features org-wide

4. Centralize remediation in the delegated admin account
5. Use EventBridge routing rules for per-OU escalation

6. Send all findings into Security Lake / SIEM

7. Pair GuardDuty with Organizations SCP restrictions

End of Question 12

13. GuardDuty Integration With Security Hub,
EventBridge, SIEM, SOAR, and Automated IR
Pipelines

GuardDuty on its own detects threats — but enterprise-grade response requires orchestration, automation,
ticketing, alert enrichment, and remediation pipelines.

For this reason, GuardDuty is built to integrate deeply with:

e AWS Security Hub

e Amazon EventBridge
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e AWS Lambda automation

e Security Lake

e Splunk, Elastic, Datadog, QRadar (SIEM)

e Palo Alto Cortex XSOAR, IBM Resilient (SOAR)

e Custom IR playbooks

This chapter explains the deep integration patterns and automation models.

1 — GuardDuty — Security Hub (Deep Integration)

Security Hub acts as the central security console.
GuardDuty findings appear:

e Normalized into ASFF (AWS Security Finding Format)

Enriched with severity, confidence, classification

Cross-linked with other services (IAM, RDS, Network Firewall, Shield)

e Automatically grouped into insights

Mapped into CIS, NIST, PCl frameworks
Security Hub enables:

e Enterprise dashboards

e Multi-account summaries

e Compliance overlay

e Severity-sorted queues

e Investigator triage

e Automated suppression / filter rules

2 — EventBridge Integration: Real-Time Automated
Response

Every GuardDuty finding automatically emits an EventBridge event.

EventBridge enables:

e |Immediate Lambda remediation

e Notification routing (Slack, Teams, Jira, PagerDuty)
e Automated isolation of compromised workloads
e Integration with on-prem IR pipelines

e SIEM ingestion

e Forensics triggering

e Automated blocklists
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Example automated workflows:

A — EC2 Compromised — Quarantine Instance

1. Tag compromised EC2 with Quarantine=true
2. Move instance into isolated security VPC

3. Detach IAM role
4. Terminate suspicious processes

5. Trigger EBS snapshot for forensics

B — IAM Compromise — Disable Access Key

1. Lock the IAM user
2. Rotate access keys
3. Invalidate sessions

4. Revoke STS tokens

C — S3 Exfiltration — Block the Source IP

1. Add IP to Network Firewall or WAF deny list
2. Disable bucket policies temporarily

3. Send emergency notifications

3 — SIEM Integration: Splunk, QRadar, Elastic

GuardDuty findings map cleanly into SIEMs for:

e Long-term retention

e Enrichment with external logs

e Correlation with OS logs, application logs
e Threat hunting

e Compliance reporting (PCl, SOC2)

e Multi-cloud detection fusion

GuardDuty — Security Lake — SIEM is now the dominant architecture.

4 — SOAR Integration (Automated Playbooks)

GuardDuty findings trigger:
e Cortex XSOAR playbooks
e QRadar SOAR automation

e ServiceNow automated IR workflows

e TheHive/Shuffle automation paths
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e Custom remediation trees
Playbooks execute IR steps such as:

e Containment

e Evidence gathering

Automated triage

e Cross-team notifications

Approval workflows

5 — GuardDuty — Security Lake — Enterprise Data Lake

Security Lake centralizes:

e GuardDuty findings
e CloudTrail
e VPC Flow Logs
e EKS audit logs
e S3dataevents
This allows:
e Enterprise threat hunting
e Timeline reconstruction
e Multi-signal fusion models
e Advanced ML detection

e (Cross-cloud / hybrid analytics

6 — Multi-Layer Diagram: Detection — Enrichment —
Remediation

FULL PIPELINE — GUARDDUTY ENTERPRISE AUTOMATED RESPONSE

Guardbuty Findings (ATl Accounts, ATl Regions)
|

\Y

I 1
| Ssecurity Hub (Normalization + Prioritization) |
L |
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| EventBridge (Triggered in Real Time)
L |

\Y

| Lambda / Step Functions (Automation)

\%

Remediation: EC2 Isolation, IAM Lockdown
S3 Block, VPC ACL Adjustments

%
SIEM / Security Lake (Analytics & Forensics)

7 — Enterprise Use Cases

1. SOC Automation

GuardDuty — SOAR — Incident Owner Assignment
2. Zero-touch EC2 Isolation
Automated quarantine on High-severity findings.
3. S3 Exfiltration Prevention

Automatically block new malicious sessions.

4. IAM Compromise Response

Disable user, revoke tokens, reset access keys.

5. Forensics Trigger

Automatically snapshot volumes and log metadata.
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14. Automated Response, SOAR Playbooks,
and GuardDuty-Driven Incident Response
Pipelines (Deep Automation Architecture)

GuardDuty's value reaches its highest potential when findings trigger automated, real-time incident
response pipelines. Modern cloud threats are too fast, too distributed, and too scalable to be addressed
manually. When a compromised IAM key or EC2 instance can exfiltrate terabytes in minutes, automation is not
optional — it is mandatory.

This chapter gives a full 70x depth explanation of how enterprises use GuardDuty to power automated
response engines using Lambda, Step Functions, EventBridge, Systems Manager, and external SOAR platforms.
We cover containment strategies, automated triage, multi-step isolation sequences, evidence collection, and
cross-account remediation flows.

1 — GuardDuty Automated Response Architecture (Master
Diagram)

GUARDDUTY AUTOMATED RESPONSE — END-TO-END ORCHESTRATION

Guardbuty Finding (High/Medium)
|

\Y

[ 1
| EventBridge Rule (Per Finding Type) |
| ¢ IAMCompromise |
| « EC2Compromise |
| « s3exfiltration |
| « MalwareDetected |
L |

| Lambda IR Handler / Step Function Flow

| Containment Actions | Evidence & Forensics
Actions |
| ¢ EC2 isolation via SG - quarantine SG | « Snapshot EBS volumes
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| « Remove IAM policies | ¢ Copy Togs to
forensics bucket |

| « Block S3 access | o Capture system
metadata [
| » Disable IAM Access Keys | ¢ SIGTERM suspicious
processes |
L |
|
|
v

1
Notification / SOAR Integration |
e Slack / Teams |
e ServiceNow ticket |
e Splunk / QRadar / Elastic SIEM |

|

The remainder of this chapter explains each step in deep architectural detail.

2 — EventBridge as the Real-Time GuardDuty Trigger Layer

EventBridge receives all GuardDuty findings instantly.
For each finding-type, enterprises configure:

e Filters (e.g., High Severity only)

e Routing (security account — automation pipeline)

e Suppression rules (ignore known benign noise)

e Target flows (Lambda, Step Functions, SNS, SQS, SOAR)

This creates a finding-type-based automation matrix:

Finding Type Automated Action

EC2 malware isolate instance

IAM anomalous behavior disable keys, revoke sessions

S3 exfiltration block offending IP, suspend bucket access
EKS reverse shell quarantine node, revoke SA tokens

RDS brute force block source IP, enforce login lockdown

EventBridge is the switchboard of GuardDuty-triggered IR.
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3 — Automated EC2 Isolation Pipelines (Deep Internal
Logic)

An automated pipeline isolates a compromised EC2 instance within seconds.

3.1 — Isolation Steps

1. Lambda retrieves instance ID, region, VPC, and ENI
2. New Security Group created — “Quarantine-SG”
o outbound = deny
o inbound = deny
3. All ENIs attached to instance are reassigned to Quarantine-SG
4. 1AM instance profile detached
5. Optional: EC2 Stop or OS-level SIGTERM

6. Optional: Forensics EBS snapshot analysis triggered

3.2 — Why Instance Isolation Works

Since 90% of attacks require outbound traffic:

e (2 beaconing stops
e Malware propagation halts
e Exfiltration cannot continue

e |ateral movement stops immediately

4 — |IAM Compromise Automation

IAM compromise detection requires immediate credential revocation.
Steps:

1. Identify IAM principal

2. Disable access keys

3. Invalidate STS sessions

4. Enforce password reset

5. Revoke active CloudShell / AWS CLI sessions

6. Notify SOC or pager duty

GuardDuty + automation = instant IAM lockdown.

5 — S3 Exfiltration Auto-Remediation

When GuardDuty detects exfiltration:

1. Suspend bucket public access policies
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2. Apply S3 Block Public Access globally

3. Detach dangerous bucket policies

4. Add offending IPs to blocklists (WAF / Network Firewall)
5. Disable IAM user responsible

6. Enable object-level logging for forensic analysis

S3 automation must be fast due to exfil speed.

6 — EKS Reverse Shell or Pod Escape Auto-Response

Actions include:

e Evict compromised pod

e Revoke Kubernetes ServiceAccount token
e Disable Node IAM instance profile

e Cordone and drain node

e Trigger container snapshot/ image scan

e Enforce network policies to lockdown workload

EKS incidents must be handled at both pod level and node level.

7 — High-Level SOAR Integration

GuardDuty integrates deeply with:

e Cortex XSOAR

IBM Resilient

e ServiceNow IR

TheHive

Splunk Phantom

These systems orchestrate:

IR workflows

Evidence pipelines

Triage classification

Human approval loops

Compliance tracking

8 — Full Pipeline Diagram: End-to-End GuardDuty IR
Automation
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DETECTION - AUTOMATION - CONTAINMENT - FORENSICS

Guardbuty Finding
|
%
EventBridge
|
%
Lambda IR Engine

e Containment -------------- +
| |
Y% Y%
EC2/S3/IAM Isolation Forensics (Snapshots, Logs)
| |
e e e Notification --------- +
I
%

Security Hub / SIEM / SOAR

End of Question 14

15. GuardDuty Multi-Account, Multi-Region
Strategy, Enterprise Deployment Patterns,
and Centralized Governance

GuardDuty becomes exponentially more powerful when deployed across many accounts and regions with a
unified governance model. Enterprises rarely operate a single AWS account; instead, they maintain hundreds
or thousands of accounts distributed across multiple regions, multiple OUs, and multiple business units.

This chapter explains, in extreme depth, how GuardDuty scales across the enterprise, how an organization
should architect its GuardDuty deployment, how governance flows across OUs, how multi-region anomalies
are detected, and how large-scale automation reinforces security posture.

1 — Multi-Account GuardDuty Deployment (Deep Strategy)

GuardDuty must operate in:

e Every AWS account
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e Every AWS region

e With unified delegated administration

This ensures 100% coverage with zero blind spots.

Core Strategy Components:

1. Security Account = Delegated Admin

2. Auto-enable GuardDuty for all new accounts

3. Mandatory enablement of all optional features
4. Centralized EventBridge routing

5. Multi-region replication

6. Cross-account SOAR pipelines

This forms the GuardDuty Enterprise Mesh.

2 — Multi-Account Architecture Diagram

ORGANIZATION-WIDE GUARDDUTY SECURITY MESH

AWS Organization (Root)

e Oous -------——---—--——-———— - ———- +
I I I I
Prod ouU Dev/Test OU Sandbox OuU Shared Services 0OU
I I I I
B e fomm - + | Fomm - e +
I I I I | | I I
Accountl Account?2 Account3 A Accountl0 Accountll Accountl2 ... (n accounts)
\ I /
\ I /

———————————————— Delegated Admin Account
(Centralized Guardbuty)

This mesh ensures every account reports threats centrally.

3 — Multi-Region Strategy

Attackers often target the least-monitored region.

GuardDuty eliminates this by enabling:
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e Regional analyzers

e Region drift detection

e Multi-region behavioral anomalies

e (Cross-region IAM misuse detection

e Detection of exfiltration from distant regions

e Reverse shells operating from minor regions

Why Regions Matter

If GuardDuty is disabled in any region:

e Threat actors bypass monitoring
e |AM misuse goes undetected
e Malware and C2 traffic run freely

e RDS brute force remains invisible

Thus, GuardDuty must be enabled globally.

4 — Multi-Region Analyzer Architecture

GUARDDUTY MULTI-REGION ANALYZER TOPOLOGY

Region A (ap-south-1) Region B (us-east-1) Region C (eu-west-1)
Local Analyzer Local Analyzer Local Analyzer
Local Findings Local Findings Local Findings

I | |

Fmmmmmm - Aggregated to Delegated Admin (Security Account) --------- +

SIEM / Security Lake

Every region produces findings — all flow to Security Account.

5 — Cross-Account, Cross-Region Attack Detection
(Advanced Fusion)

GuardDuty correlates signals across:

e Accounts
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e Regions
e Services

e Time windows

Example Attack (Cross-Region)

1. IAM key used from London region
2. S3 objects accessed from Singapore
3. EC2 reverse shell from Ohio

4. EKS runtime anomaly in Sydney
GuardDuty fuses these:

e |dentity sequence mapping
e Geolocation anomaly
e STS session correlation

e Role pivot analysis

This produces a unified high-severity finding.

6 — Governance: OU and Account Enforcement Models

OU-Level Enforcement Includes:

e Mandatory GuardDuty

e Mandatory Block Public Access
e Mandatory CloudTrail

e Mandatory Security Hub

e Mandatory Config Recorder

e Optional: SCP blocking GuardDuty disablement

Account-Level Governance Includes:

e local analyzer integrity
e EventBridge routing
e Mandatory auto-enablement

e Detection drift enforcement
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7 — Multi-Account Lifecycle: Onboarding, Monitoring,
Offboarding

Onboarding

GuardDuty automatically:

e C(Creates detectors
e Enables features
e Establishes trust

e Sends findings to central admin

Monitoring

Centrally monitor:
e High-severity findings
e QU-specific patterns
e (Cross-account anomalies

e Region-level attack flows

Offboarding

When an account leaves the org, GuardDuty:

e Unlinks detectors
e (leans regional analyzers

e Removes routing rules

8 — Enterprise-Level Best Practices

1. Use a dedicated Security Account for delegated admin.
. Enable ALL optional GuardDuty capabilities org-wide.

. Block ability to disable GuardDuty using SCP rules.

AW N

. Use cross-account automation pipelines for IR.
. Publish findings to Security Lake for full analytics.
. Monitor region drift to ensure universal coverage.

. Use OU-level insights to detect internal attack surface differences.

0o N oo !

. Send findings into SIEM for global threat visibility.
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16. GuardDuty Cost Model, Scaling Behavior,
Pricing Components, and Enterprise Cost
Optimization Strategies

GuardDuty's pricing is consumption-based and designed to scale with the security telemetry footprint of an
AWS environment. In a large enterprise deployment spanning hundreds or thousands of accounts, cost
optimization and predictability become essential. GuardDuty provides multiple capabilities, each with its own
cost vectors and scaling behavior.

This chapter provides a full 70x depth breakdown of GuardDuty's cost structure, internal metering, scaling
logic, workload-based predictors, and advanced cost control strategies.

1 — GuardDuty Pricing Components (Deep Breakdown)

GuardDuty charges for:
1. CloudTrail Event Analysis
2. VPC Flow Log Analysis
3. DNS Log Analysis
4. S3 Data Event Analysis
5. EKS Audit Log Analysis
6. EKS Runtime Monitoring (eBPF)
7. Malware Protection (EBS Snapshot Scans)
8

. RDS Login Activity Monitoring
Each of these is priced per GB of telemetry processed, not per number of findings.
This means:

e High-volume environments generate more cost
e Regions generate cost separately

e Optional features add their own tiers

2 — Deep Internals: How GuardDuty Measures Usage

GuardDuty uses telemetry ingestion volume to calculate cost.
Telemetry streams include:

e (CloudTrail Management Events

e CloudTrail Data Events (for S3)

e Flow log bytes

e DNS query logs

e EKS audit logs
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e Runtime signals (event count + metadata size)

e RDS login events (count + metadata)

GuardDuty does not store full logs; it consumes and analyzes derived signal data.

3 — Pricing Architecture Diagram

GUARDDUTY COST MODEL — INTERNAL PRICING FLOW

Raw Telemetry (CloudTrail / VPC / DNS / EKS / S3 / Runtime / RDS)
|

\%

Guardbuty Regional Telemetry Meter
e Counts GB ingested

o Identifies feature-Tevel usage
e Applies pricing multipliers

1
|
I
e Counts runtime events |
|
I
|

v
Cost Per Region - Aggregated Per Account - Organization Level

4 — Pricing by Feature (Deep Detail)
4.1 — CloudTrail Logs

Low cost because CloudTrail management events are small.
Primary driver:

e Number of API calls across the org

4.2 — VPC Flow Logs

Moderately priced; costs rise with:
e |arge-scale network throughput
e High packet volume

e Workloads generating large flow logs (EKS clusters, microservices)
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4.3 — DNS Logs

Low cost; very lightweight signals.

4.4 — S3 Protection

S3 Data Events are expensive.

S3-heavy workloads substantially increase GuardDuty cost.

4.5 — EKS Audit Logs

Moderate to high cost depending on:

e Pod churn
e APl server activity

e (Cl/CD pipelines interacting with EKS API

4.6 — EKS Runtime Monitoring

Priced per vCPU-hour protected.

Large clusters — higher runtime costs.

4.7 — Malware Protection

Charges per GB scanned via snapshots.

e More EBS volumes = more snapshot data

e Large root volumes increase cost

4.8 — RDS Login Monitoring

Low cost, based on login event evaluation.

5 — Enterprise-Level Cost Drivers

Key variables:

e Number of accounts

e Number of enabled regions

e Traffic-heavy workloads

e EKS cluster size and activity

e S3access volume

e Malware scan frequency

e Runtime monitoring enablement

e (Cl/CD pipelines generating frequent CloudTrail logs

The largest drivers in practice:
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Feature Cost Impact

S3 Protection Very High
EKS Runtime Monitoring High

VPC Flow Logs Medium-High
Malware Protection Medium

6 — Cost Optimization Strategies (70x Deep Models)

6.1 — Region-Level Targeting

Enable full GuardDuty in all regions, but optimize heavy features:
e Disable S3 Protection in non-production or low-value OUs
e Reduce Runtime Monitoring in sandbox accounts

e Disable Malware Protection in ephemeral Cl environments (optional)

6.2 — OU-Level GuardDuty Feature Policies

Implementation pattern:

e Prod OU — all features enabled
e Dev/Test OU — runtime disabled
e Sandbox OU — S3 protection disabled

e Shared Services OU — full runtime

6.3 — S3 Access Event Filtering

Reduce S3 access noise by restructuring:
e Minimize S3 GET traffic from background tasks
e Use S3 Select to reduce per-object downloads

e Reduce object-level access churn

6.4 — Architectural Strategies

e Reduce microservices generating excessive VPC logs
e Utilize VPC endpoints to prevent excessive internet logs
e Compress data transfer patterns via caching layers

e Reduce internal APl verbosity to minimize CloudTrail volume
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6.5 — Malware Protection Cost Control

Trigger scans only on suspicious events, not all EC2 instances.

7 — Cost Visualization Through Security Hub / Cost
Explorer

Security Hub — GuardDuty section shows:

e Finding counts
e Feature-level resource usage
e Account-level cost attribution

Cost Explorer — Filter by service “GuardDuty” reveals:

e Region cost distribution
e Feature cost breakdown

e Trends over time

8 — Enterprise Recommendations

e Enable GuardDuty in all accounts/regions

e Optimize S3 Protection by organizational hierarchy

e Enable Runtime Monitoring for production, restrict elsewhere
e Enable Malware Protection but rely on findings-triggered scans
e (Continuously evaluate cost/value ratios

e Use centralized dashboards in Security Lake

End of Question 16

17. GuardDuty vs. AWS Detective vs. AWS
Security Hub vs. SIEM vs. IDS/IPS — Deep
Comparative Analysis

GuardDuty operates within a larger ecosystem of security tools, and its value is best understood when
compared intelligently with AWS Detective, AWS Security Hub, traditional SIEMs, and IDS/IPS tools like Suricata

or Snort.

This chapter explains exactly what GuardDuty does, what it does not do, and how it complements other
detection technologies in a full enterprise security architecture.
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1 — Mega-Diagram: GuardDuty’s Place in the Security Stack

AWS SECURITY TOOLING STACK (FUNCTIONAL MODEL)

|l Guardbuty

- Threat detection (anomaly, ML, TI-driven)

- Real-time cloud threat intelligence

- Behavior analysis

- Malware, runtime, identity, network threats

I AwS Detective

- Graph analysis

- Finding investigation
- Context reconstruction
- Timeline visualization

I Aws Security Hub

- Central aggregation

- Compliance

- Prioritization

- Cross-service normalization

I SIEM (Splunk, QRadar, Elastic)

| - Centralized long-term log retention
| - Querying, correlation, dashboards

| > Multi-cloud / on-prem integration

I IDS/IPSs (Suricata, Snort)

| - Packet inspection

| - Network signature matching
| - Perimeter-based detection

Each service/tool covers a different part of the threat lifecycle.

2 — GuardDuty vs AWS Detective
GuardDuty

e Real-time threat detection
e ML-based anomaly detection
e Threat intelligence enriched

e Runtime + identity + network + S3 + EKS detection


af://n4468
af://n4472
af://n4473

e Produces actionable findings

Detective

e Visual investigation

e Deep graph queries across entities

e Timeline reconstruction

e Linking IAM identities, IPs, EC2 instances, S3 buckets, EKS pods

e Shows why a finding happened
GuardDuty detects — Detective investigates.
GuardDuty says:

“EC2 is talking to a C2 domain.”
Detective explains:

“This instance executed X, assumed Y |IAM role, performed Z actions before contacting the C2 domain.”

3 — GuardDuty vs AWS Security Hub
GuardDuty

e Pure detection
e No compliance checks
e No remediation logic

e Focused solely on threats

Security Hub

e Aggregates findings from 30+ AWS services
e Applies CIS, NIST, PCl standards
e Deduplicates and prioritizes

e (Central dashboard for security teams
Security Hub # detection engine.
It is the command center.

GuardDuty — Security Hub — IR automation.
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4 — GuardDuty vs SIEM (Splunk, QRadar,

GuardDuty

No long-term log storage

No deep custom queries

No cross-cloud onboarding

Not designed for compliance reporting

High-fidelity, low-noise ML detection engine

SIEM

Infinite retention

Arbitrary query logic
Cross-cloud and on-prem logs
SOC dashboards

Correlation rules

Compliance reporting

GuardDuty feeds SIEM, but does not replace it.

SIEM answers:

“What happened across 6 months?”

“What logs from on-prem firewall match this AWS identity?”

GuardDuty answers:

“Your EC2 instance is compromised right now.”

Elastic, Datadog)

5 — GuardDuty vs IDS/IPS (Suricata, Snort)
IDS/IPS Systems

Monitor raw packets

Signature-based and heuristic-based

Network perimeter-focused

Detect exploits, buffer overflows, malware payloads

See network payloads (GuardDuty cannot)

GuardDuty

Does not inspect packets or payloads
Uses cloud-native telemetry

Detects cloud-native behaviors
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e Focuses on IAM abuse, EKS threats, S3 exfiltration, runtime anomalies

IDS/IPS detect:

e Shellcode
e Exploit payloads

e Suspicious packet signatures
GuardDuty detects:

e Stolen IAM keys
e Malicious container execution
e S3 exfiltration

e (Cloud-native C2

These systems are complementary, not redundant.

6 — Deep Comparative Matrix

Feature GuardDuty Detective
Threat Detection

Cloud-Native Behavior Analysis
Investigation

Aggregation & Compliance
Long-Term Forensics

Packet Inspection

Runtime Detection

C € X X X X < «
X X X X X & < X

S3 Exfiltration

7 — When to Use Which Tool

Use GuardDuty when:

e You need live attack detection
e You want ML analyzing cloud behavior
e You need minimal configuration

e You want rapid IR automation triggers

Security Hub

X

X X X X & X X

SIEM

X X X ¢ X X X X

IDS/IPS

X X ¢ X X X X
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Use Detective when:

e You need to understand root cause
e You want to visualize relationships

e You want context-rich investigation

Use Security Hub when:

e You want an enterprise-wide security view

® You need compliance frameworks (CIS, NIST, PCl)

Use SIEM when:

e You need log retention & correlation
e You want custom queries

® You need cross-cloud/on-prem integration

Use IDS/IPS when:
e You need packet-level detection
® You need low-level exploit detection

Together they form a complete security architecture.

18. GuardDuty Best Practices: Enterprise
Security Architecture, Threat Readiness,
Logging Strategy, IAM Hygiene, Network
Controls, and Continuous Hardening

GuardDuty reaches maximum effectiveness only when paired with strong foundational security architecture.
This chapter presents a complete 70x-depth best-practices framework for deploying GuardDuty in
enterprises—covering IAM hardening, network posture, S3 strategy, multi-account design, logging coverage,
runtime protection enablement, CI/CD hygiene, and automated response integration.

1 — Enterprise-Wide GuardDuty Enablement Strategy

GuardDuty must be enabled:

¢ In every AWS account (no exceptions)
* In every AWS region (attackers use least-monitored regions)
e With delegated administrator in a central security account

e With all optional features enabled (S3, EKS Audit, EKS Runtime, Malware Protection, RDS Monitoring)

Any account without GuardDuty becomes a blind spot attackers can exploit.
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2 — Logging Strategy: Ensuring Complete Telemetry for
GuardDuty

GuardDuty's detection relies on:
e (CloudTrail (mandatory)
e VPC Flow Logs
e DNS logs
e EKS audit logs
e EKS runtime signals
e S3dataevents

e RDS login events

Best Practice: Enable All Telemetry

e (CloudTrail must be organization-level, multi-region

e VPC Flow Logs must be enabled centrally

e DNS query logging via Route 53 Resolver must be enabled

e S3data event logging should be targeted to sensitive buckets
e EKS audit logs must be enabled for all clusters

e Runtime monitoring must run on all production nodes

e RDS authentication logging must stay enabled

GuardDuty detects nothing without logs.

3 — IAM Hygiene Strategies (Critical for GuardDuty)

Most GuardDuty High findings relate to IAM misuse.

Best practices:

3.1 — Strong Credential Governance

e No long-term IAM access keys

e Mandatory MFA for console users

e Rotate IAM access keys regularly

e Ban IAM users except in break-glass cases

e Prefer STS session tokens for all workloads
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3.2 — Detect IAM Privilege Misuse

GuardDuty must detect:
® PutUserpPolicy
e AttachRolePolicy
® CreateAccessKey
e AssumeRole anomalies

e Unfamiliar geolocation logins

e Usage from TOR / malicious ASNs

3.3 — Zero Trust IAM Practices

e Limit cross-account AssumeRole permissions
e Enforce IAM boundaries
e Use well-scoped roles per application

e Use identity federation rather than IAM local users

Proper IAM posture dramatically increases GuardDuty accuracy.

4 — Network Best Practices (Strengthen GuardDuty
Signals)

GuardDuty network detections improve when networks follow strong design:

4.1 — Use VPC Endpoints

e Reduces exposure
e Tightens access logs

e Improves threat attribution

4.2 — Limit Egress Paths

e Force all outbound traffic through NAT Gateway
e Block unknown destinations

e Integrate Network Firewall for malicious-domain blocking

4.3 — Subnet Isolation

e Segregate workloads
e Prevent lateral movement

e Give GuardDuty clearer behavior models
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5 — EKS Best Practices

5.1 — Mandatory Runtime Monitoring

Without runtime signals, GuardDuty cannot see:
e Reverse shells
e Malware execution

e Pod escapes

e Privilege escalations

5.2 — Harden Kubernetes Control Plane

e RBAC least privilege
e Disable anonymous APl access
e Restrict pod exec

e Use OPA/Gatekeeper

5.3 — Container Image Hygiene

e Use signed images (ECR Sigstore/Notary v2)
e Enable ECR scanning

e Prevent pulling from public registries

GuardDuty's EKS findings rely heavily on good hygiene.

6 — S3 Best Practices to Strengthen Detection

e Enable S3 Block Public Access globally

e Prevent wildcard principals in bucket policies
e Limit cross-account access

e Restrict access to sensitive prefixes

e Reduce unnecessary object downloads (S3 Select)

GuardDuty S3 findings become dramatically more valuable when S3 is hardened.

7 — Automated Response Best Practices

e Use EventBridge for finding-type routing

e Use Lambda/Step Functions for isolation

e Tag compromised resources for tracking

e Use Slack/Teams notifications

e Automatically snapshot compromised instances

e Revoke IAM keys immediately on IAM anomalies
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Automation is essential for speed.

8 — Organizational Governance Best Practices

Enforce GuardDuty enablement using AWS Organizations

Apply SCPs preventing GuardDuty tampering

Centralize all findings via delegated admin

Audit GuardDuty coverage monthly

GuardDuty is strongest when every account is onboarded under governance.

9 — CI/CD Pipeline Security Best Practices

GuardDuty detects downstream impacts of CI/CD compromise.
Hardening steps:

e Rotate pipeline IAM roles
e Use short-lived OpenlID Connect roles
e Prevent pipelines from over-reaching into prod

e Use preview environments to isolate risk

Attackers often target CI/CD as an entry point.

End of Question 18

19. Full Consolidated Architecture of
GuardDuty at Enterprise Scale (Mega-Diagram
Chapter)

This chapter presents the largest and most detailed multi-layer architecture diagram of GuardDuty as an
end-to-end enterprise detection system, combining all major layers:

telemetry — analyzers — threat intelligence — ML — correlation — findings — automation — SOAR —
forensics — SIEM — operations.

This diagram merges every subsystem discussed across Questions 1-18 into one cohesive, multi-layer, multi-
region architecture.

1 — Ultimate Mega Diagram: Full GuardDuty
Enterprise Architecture
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AWS GUARDDUTY — FULL ENTERPRISE ARCHITECTURE

l TELEMETRY SOURCES (ALL ACCOUNTS + REGIONS) l

LU L L L L]
CloudTrail Events e VPC Flow Logs e DNS LOgs e S3 Data Events
EKS Audit Logs e EKS Runtime (eBPF) e RDS Logins e EBS Snapshots
Lambda Signals e EC2 Behavior o« IAM Events

|<

l REGIONAL GUARDDUTY ANALYZER NODES l

L L
Telemetry ingestion e Log normalization e Identity mapping
Threat intel enrichment « ML anomaly detection o Attack chain modeling

-
< —

CROSS-SIGNAL CORRELATION ENGINE (ML)

IAM anomalies « S3 exfiltration

EC2 malware « DNS C2 domains

RDS brute force « VPC flow anomalies
EKS API attacks « Runtime events

|<

GUARDDUTY FINDINGS

Severity (Low/Medium/High) « Cconfidence Score e« Evidence metadata
Resource impact o Attack stage e Principal identity

|
< —

DELEGATED ADMIN (SECURITY ACCOUNT — ORG-WIDE) [

Aggregation from all accounts
Multi-region consolidation
Governance & auditing

|< |

l AUTOMATED RESPONSE (EVENTBRIDGE + LAMBDA) l
LU L
EC2 isolation e IAM key revocation e S3 exfil block
EKS node quarantine e RDS login lockdown e EBS forensics snapshot

|<



[l SECURITY HUB / SECURITY LAKE / SIEM / SOAR [ |

e Compliance (CIS, NIST) e Investigation (Detective) e Threat hunting
e Long-term retention e Graph analysis e Incident workflows

2 — Explanatory Breakdown of the Mega
Architecture

Layer 1 — Telemetry

GuardDuty pulls from 10+ major streams, giving a full behavioral map across the cloud.

Layer 2 — Regional Analyzers

Each region independently executes:
e ML detection
e |dentity baselining
e Threat intel matching
e API behavior graphing

e Runtime anomaly detection

Layer 3 — Correlation Engine

The most powerful layer, correlating signals across:

e |dentities

e Regions

Accounts

e Services

Time windows
Layer 4 — Findings Engine

Outputs deeply enriched findings with:

e Severity
e Confidence
e Impact

e Attack stage
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Layer 5 — Delegated Admin Aggregation

Central account collects and manages findings for entire organization.

Layer 6 — Automated Response

EventBridge-driven pipelines execute quarantine, key revocation, isolation, and forensics.

Layer 7 — Enterprise Integration Layer

Security Hub, SIEM, Security Lake, and SOAR systems provide:

e Compliance

® |nvestigation

e Reporting

e Long-term analytics

e |ncident response workflows

3 — Multi-Region Attack Flow Example

Attacker Togs in from TOR - IAM anomaly detected - Priv Esc detected - S3 exfil begins -
EC2 instance Taunches malware - EKS pod compromised - Runtime reverse shell -
Cross-region C2 - Guardbuty correlates everything - High severity finding - Automated
isolation.

This demonstrates the full power of the mega-architecture.

GuardDuty is a detection engine, not a replacement for foundational hygiene.
If automation is missing — attackers maintain persistence.

If logs are missing — GuardDuty loses visibility.

If EKS is misconfigured — GuardDuty reports critical breakouts.

If S3 is open — GuardDuty findings escalate.

If IAM is weak — GuardDuty findings explode.

16 — Final Best-Practice Rule: GuardDuty Is
Only as Strong as the Environment’s Hygiene

GUARDDUTY DO'S AND DON'TS SUMMARY
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|w]
(@]

EnabTle in all accounts and regions

Enable S3, EKS Audit, EKS Runtime, Malware, RDS
Use delegated admin in Security Account

Use EventBridge - Lambda for automation
Integrate with Security Hub, Detective, SIEM
Maintain strong IAM hygiene

Harden S3 policies

Enable VPC + DNS Togs

Use runtime monitoring for EKS

NSNS

DON'T:

Rely on Guardbuty alone for IR

Expect packet-Tevel inspection

Leave unused regions unmonitored

Leave IAM users with long-Tived keys

Keep S3 buckets public or overly permissive
Use EKS Audit Logs alone without runtime

15 — Critical Do’s and Don'ts (Mega Summary
Chart)

Correct answer: No. It is regional. Must be enabled everywhere.
Trap 6 — “Is GuardDuty global?”

Correct answer: No. Requires EventBridge + Lambda.

Trap 5 — “Does GuardDuty auto-remediate?”

Correct answer: Only through behavioral indicators, not payload inspection.

Trap 4 — “Does GuardDuty detect SQL injection?”

Correct answer: No. GuardDuty detects; SIEM stores/correlates.

Trap 3 — “Does GuardDuty replace a SIEM?”

Correct answer: No. Cloud-native telemetry only.
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Trap 2 — “Does GuardDuty monitor packet payloads?”

Correct answer: None. GuardDuty consumes signals; it does not store logs.

Trap 1 — “What logs does GuardDuty store?”

These are common interview pitfalls:

14 — Interview Traps About GuardDuty

Improve environment hygiene — GuardDuty accuracy skyrockets.
Fix:

e No baseline of normal usage

e Too many wildcard permissions

e Poor S3 policy hygiene

e QOverly permissive access

e |AM is messy
False positives occur when:

When configured properly, GuardDuty is one of the lowest-noise cloud detection systems.

13 — Misconception: “GuardDuty is noisy or
false-positive heavy”

These telemetry streams must stay enabled.

e No suspicious lookup detection

e No malicious domain detection
Without DNS logs:

e No port scanning alerts
e No crypto-mining detection
e No C2 detection

e No inbound/outbound anomaly detection

Without VPC Flow Logs:

12 — Pitfall: Disabling VPC Flow Logs and DNS
Logs

Use Detective or Security Lake for full kill-chain reconstruction.
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Fix:
Teams only treat initial findings as isolated events.

Pitfall:

e VPC anomalies

EKS APl impersonation

Pod-to-pod traversal

Unusual STS AssumeRole patterns

IAM role chaining

GuardDuty can detect lateral movement via:

11 — Operational Mistake: Ignoring Lateral
Movement Detection

Enable EKS Runtime in all production clusters.
Fix:

e Syscall-level anomalies

e Privilege escalation inside nodes

e Pod-level malware

e Cryptominer execution

e Reverse shells inside containers
Audit logs cannot detect:

e Runtime Monitoring (eBPF) (reverse shells, malware, attacks)

e Control Plane Logs (API misuse)

You need both:
Reality:

False.

10 — Misconception: “EKS Audit Logs Alone
Protect Containers”

e Specific AWS principals only
e S3 Access Points

e Bucket policy conditions
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e Organization-wide Block Public Access
Enforce:
Fix:

e Missing S3 Block Public Access

e Public object ACLs

e Cross-account allow without conditions

e principal: "*" in bucket policies

Common mistakes:

9 — Pitfall: Overly Permissive Bucket Policies
Leading to S3 Findings

e |AM roles for workloads instead of keys
e Secrets Manager for apps

e (l/CD-based credential rotation
e Access key rotation policies

e |AM Access Analyzer
Use:
Fix:
e Long-term IAM users
e Leaked GitHub tokens

e Exposed credentials

e Stolen access keys

Many severe GuardDuty findings originate from:

8 — Operational Mistake: Not Rotating IAM
Access Keys

Attacks continue for minutes or hours.

Impact:

Organizations rely purely on alerts without isolation.
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Pitfall:

1. Shut down malicious processes
2. Snapshot EBS

3. Restrict outbound traffic

4. Detach IAM roles

5. Quarantine SG

If EC2 is compromised, the response must be:

7 — Operational Mistake: Missing EC2
Isolation Playbooks

You must build the automation layer.

e RDS lockdown

EKS pod eviction

S3 block/public lock

IAM key revocation

EC2 isolation
to perform:

e Security Hub automation
e SOAR platforms

e Step Functions

e |ambda

e EventBridge

Use:
Fix:
Teams misunderstand GuardDuty's role and assume incidents are contained automatically.

Pitfall:

GuardDuty detects; it does not remediate.

6 — Misconception: “GuardDuty
automatically remediates threats”

e SIEM = retention and correlation

e Security Hub = aggregation
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e Detective = investigation

e GuardDuty = threat detection

Use each in its proper layer:
Fix:
A SIEM stores logs, correlates cross-cloud, and provides long-term analytics.

GuardDuty # SIEM

Detective provides deep investigation and graph-level analysis.

GuardDuty # Detective

Security Hub aggregates, normalizes, and prioritizes across services.

GuardDuty # Security Hub

CloudTrail provides raw API logs; GuardDuty analyzes behavior.

GuardDuty # CloudTrail

Incorrect.

5 — Misconception: “GuardDuty replaces
CloudTrail, Security Hub, Detective, or SIEM”

Enable all features for production workloads.

Fix:

Basic mode is insufficient for modern threats.
Reality:

Teams think GuardDuty is “on” after enabling Basic mode.

Pitfall:

e RDS Login Monitoring

Malware Protection (EBS snapshots)

EKS Runtime Monitoring (eBPF)

EKS Audit Logs

S3 Protection (object access anomaly detection)

GuardDuty's strongest capabilities come from optional add-ons:
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4 — Pitfall: Not Enabling Optional Features
(S3, EKS, Runtime, RDS, Malware)

e Region drift dashboards
e SCPs preventing disabling

e QOrganizations auto-enablement
Enable GuardDuty in every region, enforced via:
Fix:
Attackers exploit least-monitored regions.
Impact:

e Minor AWS regions
e Sandbox accounts
e DRregions

e Unused regions

Teams often forget to enable GuardDuty in all regions, especially:

Pitfall:

Wrong. GuardDuty is a regional service, not global.

3 — Misconception: “Enabling GuardDuty in
one region protects everything”

without storing customer log content.

e S3 data event metadata
e DNS query metadata
e VPC flow metadata

e CloudTrail events

Know that GuardDuty consumes:
Fix:

Organizations think GuardDuty stores sensitive logs — Incorrect.
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Pitfall:

GuardDuty receives telemetry events internally from AWS systems, not raw logs.
Reality:

GuardDuty does NOT store CloudTrail, VPC Flow Logs, DNS logs, or S3 logs.

2 — Misconception: “GuardDuty reads or
stores your logs”

Use GuardDuty for behavior, identity anomalies, C2 communication patterns, runtime anomalies, and
cloud-native attack patterns, not for low-level network signatures.

Fix:
e Inline blocking

e Exploit payload detection

e Deep packet inspection

Incorrect expectations about:

Impact:

Many engineers assume “threat detection = IDS".

Why This Misconception Exists:

GuardDuty is a cloud-native behavior-analysis threat detection engine.
Reality:

GuardDuty is NOT a packet-inspection system. It does not inspect payloads, does not decode packets, does
not detect network signatures, and does not replace Suricata/Snort.

1 — Misconception: “GuardDuty is an IDS or
IPS”

This chapter provides a full 70x deep breakdown of the most critical pitfalls and misconceptions across
architecture, IAM, networking, EKS, S3, runtime protection, threat interpretation, and cost management — and
explains exactly how to avoid them.

GuardDuty is one of the most misunderstood security services in AWS. Because it abstracts away complexity
and requires minimal configuration, many architects and engineers incorrectly assume it operates like a
traditional IDS/IPS, SIEM, antivirus, or packet inspector. These misunderstandings lead to operational blind
spots, deployment flaws, weak detection posture, or misplaced expectations.
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20. Pitfalls, Misconceptions, Interview Traps,
Operational Mistakes, and How to Avoid
Them in GuardDuty

FULL ENTERPRISE GUARD DUTY MEGA-
DIAGRAM (THE COMPLETE SYSTEM)

AWS GUARDDUTY — COMPLETE ENTERPRISE ECOSYSTEM

LAYER 1 — TELEMETRY SOURCES (ALL ACCOUNTS, ALL REGIONS)

| CloudTrail mMgmt/Data Events | VPC Flow Logs | DNS Query Logs | S3 Data Events | EKS Audit
Logs | Runtime Signals |

| RDS Login Events | Lambda Activity | EC2 Behavioral Metadata | EBS Snapshots (Malware) |
IAM Auth Signals |

| (real-time ingestion)

LAYER 2 — REGIONAL GUARDDUTY ANALYZERS (PER REGION, PER ACCOUNT)

| Telemetry Normalizer | Identity Context Builder | Threat Intel Matcher | ML
Baseline Engine |

| Anomaly Detectors (API, | Entity Graph Mapper | Network Pattern Classifier|
Runtime Correlation |

| Network, S3, IAM, EKS, RDS) | Session Tracker | Recon Sequence Detector
Kill-Chain Evaluator |

| (signals forwarded)

LAYER 3 — MULTI-SIGNAL CORRELATION FABRIC (CLOUD-NATIVE FUSION ENGINE)

| cloudTrail ¢ VPC Flow Logs ¢ DNS « S3 Events o EKS Audit Logs ¢ EKS Runtime Logs  RDS
Logins « Malware Findings |

| Identity Fusion | Temporal Correlation | Geo/IP Reputation | Resource Sensitivity Model |
Cross-Region Detection |
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| Cross-Account Role Mapping | Exfiltration Pattern Engine | C2 Behavior Classifier |
MuTlti-Step Attack Graph |

| (attack narrative constructed)

LAYER 4 — FINDINGS GENERATION (REGIONAL)

| Finding Type | Severity (Low/Med/High) | Confidence Score | Affected Resources | Evidence
Package |

| Attack Stage (Recon - Privesc - Lateral Movement - Execution - Exfiltration) |

| (sent to central admin)

LAYER 5 — DELEGATED ADMIN ACCOUNT (CENTRAL SECURITY ACCOUNT)

| organization-wide Aggregator | Multi-Region Collector | OU-Based Visibility | Governance
controls |

| Auto-Enable New Accounts | Feature Enforcement | Drift Detection | Coverage Auditing |

| (forward to automation + investigation)

LAYER 6 — AUTOMATED RESPONSE ENGINE (EVENTBRIDGE - LAMBDA/STEP FN)

| EC2: Quarantine SG, Remove IAM Role, Stop instance, EBS Snapshot, Kill Processes |
| IAM: Disable Access Keys, Revoke STS Tokens, Reset Passwords, Lock User |
| s3: Block PubTlic Access, Remove Bucket Policies, Add IP to Firewall/wAF

| EKS: Evict Pod, Revoke SA Token, Quarantine Node, Drain Node

| RDS: Block Source IP, Enforce Login Controls, Freeze Operations |

| (post-remediation escalation)

LAYER 7 — SECURITY OPERATIONS & ANALYTICS

| Security Hub | AwS Detective | Amazon Security Lake | SIEM (SpTlunk/Elastic/QRadar) | SOAR
(XSOAR/Resilient) |

| Investigation (Graph Vviews, Timeline) | Compliance (CIS, NIST) | Threat Hunting |
Correlation with on-Prem |
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%

LAYER 8 — ENTERPRISE GOVERNANCE & HARDENING LOOP

| IAM Hygiene | S3 Policy Hardening | Network Egress Controls | EKS Runtime Security |
| ou-Level Policies | SCP Enforcement | Continuous Cost Optimization | CI/CD Hardening |

(Feedback Loop Improves Detection Efficiency)

FULL MEGA-DIAGRAM EXPLANATION
(EXTREME 70x DEPTH)

Below is the deeply detailed explanation of every layer, every flow, and every architectural boundary inside this
mega-diagram.

This explanation integrates concepts from all 20 questions, giving you the complete story of GuardDuty's
system.

LAYER 1 — Telemetry Sources (Raw Security
Signals Across AWS)

GuardDuty does not operate in isolation; it depends on the continuous stream of native AWS telemetry.

It receives signals from:

1. CloudTrail (Management & Data Events)

e APl calls
e Authentication attempts
e Privilege escalation sequences

e Resource modifications

This is the backbone of identity-based detection.
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2. VPC Flow Logs

Provides network metadata:

e Source & destination IP
e Ports

e Traffic volumes

e TCP flags

e Connection direction

Used to detect C2, port scanning, crypto-mining.

3. DNS Query Logs

Critical for:

e Malware domain detection
e Botnet callbacks
e TOR exit-node lookups

e Suspicious domain patterns

4. S3 Data Events

Captures:

e Object downloads

e Bulk reads

e Anonymous/public access

e (Cross-account reads

Used for exfiltration detection.

5. EKS Audit Logs

Shows Kubernetes control plane behavior:

e Pod exec
e Secrets access
e RBAC abuse

e PrivEsc inside clusters

6. EKS Runtime Monitoring

Direct node-level runtime signals:

e Reverse shells
e Malware execution

e Container escapes
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e Privileged processes

7. RDS Login Events

Shows:

e Brute force
e Password spraying

e Suspicious login geolocation

8. EBS Snapshots (Malware Scanning)

Used for malware identification:

e ELF binaries

e Droppers

Rootkits

e Crypto-miners

9. IAM Authentication & Token Usage

Detects:

e Stolen keys
e Unfamiliar geo usage

e Impossible travel patterns

LAYER 2 — Regional Analyzers (The Brains of
GuardDuty)

Each AWS region has its own GuardDuty analyzer cluster.
These clusters handle:
1. Telemetry Normalization

Convert logs — normalized event objects.

2. Identity Context Builder

Creates full identity profiles:

e |AM user

IAM role

STS session

Source IP

Device fingerprint
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e Role chaining

3. Threat Intel Matcher

Compares events with:

e Botnet IP databases

e Malware domains

e Known C2 infrastructure
e TOR exit nodes

e AWS internal intelligence

4. ML-Based Baselines

Models:

e Normal APl usage
e Normal regions

e Typical login IPs

e Normal S3 patterns

e Normal runtime behavior

5. Anomaly Engines

Detect deviations:

e APl anomalies

e S3 data anomalies
e EKS APl anomalies
e Network anomalies

e |AM privilege drift

LAYER 3 — Multi-Signal Correlation Fabric
(Ultimate Attack Reconstruction)

This is where GuardDuty becomes far more powerful than simple log-based tools.

GuardDuty fuses signals across:

1. Time Correlation

Patterns across minutes — hours — days.
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2. Identity Correlation

Linking suspicious behaviors operated by:
e same principal
e samerole

® same session

3. Region Correlation

Detecting usage drift:

e |AM used in unfamiliar regions

e S3access from new regions

4. Account Correlation

Detect cross-account lateral movement.
5. Kill-chain Mapping

GuardDuty recognizes sequences:

e Recon — PrivEsc — Exec — Lateral Movement — Exfiltration

6. Threat Intel + Behavior Fusion

Example:
C2 domain detected (DNS)

+

Large outbound flows (VPQC)
+
S3 object download burst

= High Severity Exfiltration

LAYER 4 — Findings Generation

Each finding contains:
e Finding Type
e Severity Level
e Confidence Score
e Evidence Object
e Resource Details

e Attack Stage
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e Actor Information

e Remediation Suggestions

Findings are produced region-wise but aggregated centrally.

LAYER 5 — Delegated Admin (Security
Account)

This is the central brain of the entire GuardDuty deployment across the enterprise.

It performs:

e Multi-account aggregation

e Multi-region aggregation

e Auto-enablement of new accounts
e Drift detection

e Governance enforcement

It ensures nothing slips through the cracks.

LAYER 6 — Automated Response Engine

GuardDuty does not remediate on its own.

EventBridge + Lambda/Step Functions handle:

EC2 Response

e Quarantine Security Group

Kill processes

e Snapshot EBS

Isolate instance

IAM Response

e Disable keys
e Revoke sessions

e Lock user

S3 Response

e Block Public Access
e Remove policies

e Block IPs
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EKS Response

e Evict pod
e Revoke SA token

e Quarantine node

LAYER 7 — Security Operations and Analytics

GuardDuty integrates tightly with:
e Security Hub (aggregation + compliance)
e Detective (investigation + graphs)
e Security Lake (centralized log analytics)
e SIEMs (Splunk, Elastic, QRadar)
e SOAR platforms
This layer provides:
e Human analysis
e Compliance mapping
e Threat hunting

e (Case management

LAYER 8 — Governance & Hardening Loop
(Continuous Improvement)

Security posture improves continually through:
e |AM hardening
e S3 policy cleanup
e Network egress restrictions
e Runtime security enforcement
e QU-level governance

e CI/CD tightening

This loop ensures GuardDuty becomes more accurate and less noisy over time.
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